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Disclosable Pecuniary Interests  

 

A Member, present at a meeting of the Authority, or any committee, 

sub-committee, joint committee or joint sub-committee of the 

Authority, with a Disclosable Pecuniary Interest (DPI) in any matter to 

be considered or being considered at a meeting: 

 

 must not participate in any discussion of the matter at the 

meeting; 

 must not participate in any vote taken on the matter at the 

meeting; 

 must disclose the interest to the meeting, whether registered or 

not, subject to the provisions of section 32 of the Localism Act 

2011;  

 if the interest is not registered and is not the subject of a 

pending notification, must notify the Monitoring Officer of the 

interest within 28 days; 

 must leave the room while any discussion or voting takes place. 

Public Attendance 

 

East Herts Council welcomes public attendance at its meetings and 

meetings will continue to be live streamed and 

webcasted. For further information, please email 

democraticservices@eastherts.gov.uk or call the Council on 01279 

655261 and ask to speak to Democratic Services.  
 

The Council operates a paperless policy in respect of agendas at 

committee meetings and the Council will no longer be providing 

spare copies of Agendas for the Public at Committee Meetings.  The 

mod.gov app is available to download for free from app stores for 

electronic devices. You can use the mod.gov app to access, annotate 

and keep all committee paperwork on your mobile device. 

Visit https://www.eastherts.gov.uk/article/35542/Political- 

Structure for details. 

 



 

 

Audio/Visual Recording of meetings 

 

Everyone is welcome to record meetings of the Council and its 

Committees using whatever, non-disruptive, methods you think are 

suitable, which may include social media of any kind, such as 

tweeting, blogging or Facebook.  However, oral reporting or 

commentary is prohibited.  If you have any questions about this 

please contact Democratic Services (members of the press should 

contact the Press Office).  Please note that the Chairman of the 

meeting has the discretion to halt any recording for a number of 

reasons, including disruption caused by the filming or the nature of 

the business being conducted.  Anyone filming a meeting should 

focus only on those actively participating and be sensitive to the 

rights of minors, vulnerable adults and those members of the public 

who have not consented to being filmed.   
 



 

AGENDA 

 

1. Apologies  

 

 To receive any apologies for absence. 

 

2. Leader's Announcements  

 

 To receive any announcements from the Leader of the Council. 

 

3. Minutes - 14 February 2023 (Pages 6 - 14) 

 

 To approve as a correct record the Minutes of the meeting held on 14 

February 2023. 

 

4. Declarations of Interest  

 

 To receive any Member(s) declaration(s) of interest. 

 

5. Regulation of Investigatory Powers Act (RIPA) Policy Review (Pages 15 - 

96) 

 

6. Hertford Theatre - Pricing Strategy (Pages 97 - 116) 

 

7. Exclusion of Press and Public  

 

 To move that under Section 100(A)(4) of the Local Government Act 

1972, the press and public be excluded from the meeting during the 

discussion of Appendix C, Item 6 on the grounds that it involves the 

likely disclosure of exempt information as defined in paragraph 3 of 

Part 1 of Schedule 12A of the said Act. 

 

8. Urgent Business  

 



 

 To consider such other business as, in the opinion of the Chairman of 

the meeting, is of sufficient urgency to warrant consideration and is not 

likely to involve the disclosure of exempt information. 
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  MINUTES OF A MEETING OF THE 

EXECUTIVE HELD IN THE COUNCIL 

CHAMBER, WALLFIELDS, HERTFORD ON 

TUESDAY 14 FEBRUARY 2023, AT 7.00 PM 

   

 PRESENT: Councillor Haysey (Chairman/Leader) 

  Councillors  P Boylan, E Buckmaster, 

G Cutting, J Goodeve, J Kaye, G McAndrew 

and G Williamson. 

   

 ALSO PRESENT:  

 

  Councillors B Crystall, C Redfern and 

P Ruffles. 

   

 OFFICERS IN ATTENDANCE: 

 

  Helen Standen - Deputy Chief 

Executive 

  Carol Bulloch - Systems and 

Support Manager 

  James Ellis - Head of Legal and 

Democratic 

Services and 

Monitoring Officer 

  Steven Linnett - Head of Strategic 

Finance and 

Property 

  Katie Mogan - Democratic 

Services Manager 

  Su Tarran - Head of Revenues 

and Benefits 

Shared Service 
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339   APOLOGIES  

 

 

 There were no apologies for absence.  

 

 

340   LEADER'S ANNOUNCEMENTS  

 

 

 The Leader reminded Members that the meeting was 

being webcast on the council’s Youtube page. 

 

 

341   MINUTES - 10 JANUARY 2023  

 

 

 Councillor Haysey proposed, and Councillor Boylan 

seconded a motion that the Minutes of the meeting 

held on 10 January 2023 be approved as a correct 

record and be signed by the Leader. On being put to 

the meeting and a vote taken, the motion was declared 

CARRIED. 

  

RESOLVED – that the Minutes of the meeting 

held on 10 January 2023 be approved as a 

correct record and signed by the Leader. 

 

 

342   DECLARATIONS OF INTEREST  

 

 

 There were no declarations of interest. 

 

 

343   DISCRETIONARY COUNCIL TAX SUPPORT TOP UP 2023  

 

 

 The Executive Member for Financial Sustainability 

presented the Discretionary Council Tax Support Top 

Up 2023 report. The government announced in 

December that they would be providing further 

funding to local authorities to provide further support 
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to households in receipt of Council Tax support. He 

said that the scheme was in two parts, the mandatory 

scheme was that all households on local Council Tax 

support would receive a £25 reduction on bills. If there 

was any funding left over once the £25 had been 

distributed, then the council could provide the same 

level of support to additional households until the 

funding was exhausted. Councillor Williamson said that 

the report was proposing that this funding be used for 

those under the Council Tax Hardship Scheme. 

 

Councillor Haysey thanked the Revenues and Benefits 

Shared Service for their hard work.  

 

Councillor Williamson proposed, and Councillor 

Goodeve seconded a motion supporting the 

recommendations in the report. On being put to the 

meeting and a vote taken, the motion was declared 

CARRIED. 

 

RESOLVED – To recommend to Council that (A) 

the discretionary ‘Council Tax Support Top Up 

2023’ Scheme as detailed at paragraph 2.7 or 

the report be approved; and 

 

(B) the Head of Revenues and Benefits Share 

Service, in conjunction with the Executive 

Member for Financial Sustainability, amend the 

scheme criteria if funds would otherwise not be 

allocated in full. 

 

344   QUARTERLY CORPORATE BUDGET MONITOR 2022/23 – 

QUARTER 2 SEPTEMBER 2022  
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 The Executive Member for Financial Sustainability 

presented the Quarterly Corporate Budget Monitor for 

Quarter 2. He said that Quarter 2 was predicting a 

£192k overspend which represented 1.7% of the 

council’s net revenue budget.  

 

Councillor Williamson said that the significant 

variances and their reasonings were given in Appendix 

B. He said that given the inflationary pressures in 

contract, utilities, and salary costs, he said it had been 

a considerable feat to contain the budget and thanked 

Officers for their hard work.  

 

Councillor Buckmaster said that a £192k overspend on 

a £11.5 million revenue budget was not a bad result. 

He said that he was often asked by colleagues and 

residents why there was slippage on capital projects 

and he said that the last four years had been 

challenging with the pandemic and now the impact of 

the invasion of Ukraine had had on inflation. He said 

the council had taken a step back and looked at costs 

and he was proud of what the council had achieved at 

Grange Paddocks, Castle Park, Hartham Leisure Centre 

and Hertford Theatre.  

 

Councillor Haysey agreed and said that there were not 

many districts who had the ability to deliver the capital 

projects that East Herts had. She said this was down to 

the hard work and dedication of the council’s Officers.  

 

Councillor Williamson proposed, and Councillor 

Goodeve seconded a motion supporting the 

recommendations in the report. On being put to the 

meeting and a vote taken, the motion was declared 
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CARRIED. 

 

RESOLVED – that (a) the forecast net revenue 

budget forecast overspend of £192k be 

welcomed and that measures to contain the 

inflationary pressures in year have been 

successful be noted; and  

 

b) the capital programme forecast outturn of 

£21.057m and the reasons for the scheme 

slippages be noted. 

 

345   BUDGET 2023/24 AND MEDIUM TERM FINANCIAL PLAN 

2023/24 - 2027/28  

 

 

 The Executive Member for Financial Sustainability 

presented the Budget 2023/24 and the Medium Term 

Financial Plan 2023/24 – 2027/28 report. Councillor 

Williamson ran through the key highlights which 

included the increase in Council Tax by 2.99% in line 

with the Chancellor’s Autumn Statement which would 

provide the council with an extra £33,000 in revenue. 

He said that the council could deliver a balanced 

budget for 2023/24 despite the challenging 

background of high inflation and interest rates. He 

reminded Members that £6.7 million needed to be 

saved in 2024 – 2028 so further savings would need to 

be found.  

 

Councillor Williamson said it was clear that further 

work was required to balance future budgets. He said 

the Leadership Team would be preparing a Reconciling 

Policy, Performance and Resources exercise for after 

the District elections in May 2023. He said that lower 
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priority capital spending had been moved into the 

approved but not committed category so that the 

council did not need to allow for financing of these 

items and they could be brought back into committed 

spending if funding was found for them.  

 

Councillor Williamson proposed an amendment to 

Recommendation C to “That Executive Members 

consider the results of the full cost recovery 

calculations for their portfolio and approve the fees 

and charges to be recommended to Council.” 

 

Councillor Buckmaster said that the Council Tax 

increase equated to approximately £189 across the 

year for a Band D property. He said that considering 

the number and level of services the council provides, 

he felt this was good value for money.  

 

Councillor Haysey said that although the District 

council collected the tax, most of it goes to the County 

Council and the Police.  

 

Councillor McAndrew echoed Councillor Williamson’s 

words about future budgets. He said that 

recommendation D referred to further efficiencies and 

every council across the country faced the same 

challenges and the next year would be difficult for 

councils across the country.  

 

Councillor Williamson proposed, and Councillor 

McAndrew seconded a motion supporting the 

recommendations in the report and the amendment to 

recommendation C. On being put to the meeting and a 

vote taken, the motion was declared CARRIED. 
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RESOLVED – To recommend to Council (A) The 

approval of the budget and Medium Term 

Financial Plan at Appendix A with a Council Tax 

increase of 2.99%, which will result in a Band D 

Equivalent Council Tax annual increase of £5.50; 

 

(B) The approval of the Capital Programme at 

Appendix B;  

 

(C) That Executive Members consider the results 

of the full cost recovery calculations for their 

portfolio and approve the fees and charges to 

be recommended to Council; and 

 

(D) To note that the level of budget reductions 

required to balance the budget in the medium 

term is beyond further efficiency measures 

alone and that Leadership Team are preparing a 

Reconciling Policy, Performance and Resources 

exercise that the new Council, elected in May 

2023, will need to undertake alongside the 

development of the new Corporate Plan, to 

balance the budget over the medium term. 

 

346   CAPITAL STRATEGY AND MINIMUM REVENUE PROVISION 

POLICY  

 

 

 The Executive Member for Financial Sustainability 

presented the Capital Strategy and Minimum Revenue 

Provision Policy. He said that the Audit and 

Governance Committee had endorsed the policy. 

 

Councillor Kaye said it had been a tough time with high 
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inflation and said that this was a sensible and 

pragmatic document.  

 

Councillor Williamson proposed, and Councillor Kaye 

seconded a motion supporting the recommendation in 

the report. On being put to the meeting and a vote 

taken, the motion was declared CARRIED. 

 

RESOLVED – To recommend to Council the 

approval of the Capital Strategy and Minimum 

Revenue Provision policy 2023/24 onwards. 

 

347   ANNUAL TREASURY STRATEGY 2023/24  

 

 

 The Executive Member for Financial Sustainability 

presented the Annual Treasury Strategy 2023/24. He 

said the strategy guided the council on delivering 

programmes and provided a basis on which to manage 

funds. There were three treasury reports each year 

and this was the first report.  

 

Councillor Williamson proposed, and Councillor 

Cutting seconded a motion supporting the 

recommendation in the report. On being put to the 

meeting and a vote taken, the motion was declared 

CARRIED. 

 

RESOLVED – To recommend to Council the 

approval of the Treasury Management and 

Annual Investment Strategy 2023/24 at 

Appendix A and approve the Prudential 

Indicators at Appendix B. 

 

 

348   ASSET MANAGEMENT PLAN 2023 - 2028   
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 The Executive Member for Financial Sustainability 

presented the Asset Management Plan 2023-2028 

which had been previously been presented to the 

Executive in December 2022.  

 

Councillor Williamson proposed, and Councillor Boylan 

seconded a motion supporting the recommendation in 

the report. On being put to the meeting and a vote 

taken, the motion was declared CARRIED. 

 

RESOLVED – To recommend to Council the 

approval of the Strategic Asset Management 

Plan 2023-2028. 

 

 

349   URGENT BUSINESS  

 

 

 There was no urgent business.  

 

 

 

The meeting closed at 7.20 pm 

 

 

Chairman ............................................................ 

 

Date  ............................................................ 
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East Herts Council 

 

Executive 

 

Date of Meeting:    13 June 2023 

 

Report by:  Cllr Joseph Dumont, Executive Member for 

Corporate Services 

 

Report title:  Regulation of Investigatory Powers Act 

(RIPA) Policy Review 
 

Ward(s) affected:   All 

       

Summary 

 

This report updates the Executive on the Council’s most recent IPCO 

inspection and seeks to implement recommended changes to the 

RIPA policy. 

 

RECOMMENDATIONS FOR OVERVIEW AND SCRUTINY: 

 

(A) The Executive considers the content of the report and 

provides any observations to the Head of Legal and 

Democratic Services. 

 

(B) The revised Regulation of Investigatory Powers Act (RIPA) 

Policy at Appendix B be adopted. 

 

1.0 Proposal(s) 

 

1.1 To implement changes to the Council’s RIPA Policy as 

suggested in the IPCO inspection report. 
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2.0 Background 

  

2.1 The Investigatory Powers Commissioner's Office (IPCO) 

oversee the Council’s use of investigatory powers, ensuring 

that they’re used in accordance with the law and in the public 

interest. They do this by inspecting the Council on a three-

yearly basis. 

 

2.2 The Council was last inspected in 2019, meaning that the next 

scheduled inspection was due in 2022. 

 

2.3 This inspection by the IPCO took place on 27th October 2022, 

with the resultant Inspection Report being provided to the 

Chief Executive on 16th November 2022. 

 

2.4 The report was both positive and complimentary of the 

changes implemented by the Council since the last inspection 

in 2019, saying: 

 

“The information provided has demonstrated a level of 

compliance that removes, for the present, the requirement for a 

physical inspection. [The Inspector] identified significant 

improvements since the previous inspection in 2019, and I am 

pleased to hear that all the action points arising from that earlier 

inspection have now been discharged… your Council is in a much 

stronger position should the need to exercise the powers arise. 

 

2.5 The inspector did, however, make some suggested 

amendments to the Council’s RIPA Policy in order to address 

some recent changes pertaining to Communications Data in 

the Investigatory Powers Act, as well as some additional 

changes to how information on social media was to be treated. 

 

2.6 The changes are shown in track changes at Appendix A, with a 

clean version available at Appendix B. 

 

2.7 The report was considered by the Overview & Scrutiny 
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Committee at its meeting on 21 March 2023. There were no 

comments. 

 

3.0  Reason(s) 

 

3.1 Whilst the Council does not actively make use of its RIPA 

powers, it is important that RIPA, the policy and its usage, or 

otherwise, are kept at the forefront of Members’ minds. 

 

3.2 Updating the policy to reflect the recommendations by the 

IPCO displays that the Council has taken heed of the advice 

and is actively taking steps to make sure its policy is fit for 

purpose. 

 

Review by the Overview and Scrutiny Committee 

3.3 At its meeting of 21st March 2023, the Overview and Scrutiny 

Committee was invited to review the revised policy and make 

any suggested additions or amendments for consideration by 

the Executive Member for Corporate Services prior to 

presenting the policy to the Executive. 

 

3.4 No comments were made at this stage and the Overview & 

Scrutiny Committee was content that the revised policy should 

be sent to the Executive for adoption. 

 

4.0  Options 

 

4.1 To not implement the IPCO’s recommended changes to the 

policy, this is NOT RECOMMENDED as to do so would 

inevitably lead to the policy becoming out of date and place 

the Council in a position where it was not meeting its legal 

obligations. 

 

5.0  Risks 

 

5.1 It is important that the Council continues to operate in 

accordance with RIPA to ensure that it is able to effectively 
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manage its reputational risk whilst also exercising its legitimate 

evidence gathering powers in connection with enforcement 

activity. 

 

6.0  Implications/Consultations 

 

6.1 The implications of not regularly reviewing the RIPA Policy are 

potentially quite serious, including potential breaches of 

criminal law. 

 

Community Safety 

Yes – Allows the Council to legally make use of investigatory practices 

governed by RIPA, which could be utilised to protect communities 

from illegal activities. 

 

Data Protection 

No 

 

Equalities 

Yes - No RIPA investigations have been conducted by the council and 

so there is no data against which to assess the potential equalities 

aspects of RIPA use. If the council sought to use RIPA powers at some 

point, the equalities aspects would be considered at that time. 

The risk of having a policy that is not fit-for-purpose could lead to 

unintended equalities issues or risk of the perception of this. 

 

Environmental Sustainability 

No 

 

Financial 

No  

 

Health and Safety 

No 

 

Human Resources 

No 
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Human Rights 

Yes – The use of powers under RIPA directly affects a person’s right to 

respect for private and family life under Art 8 of the Human Rights 

Act. It is imperative that RIPA is utilised correctly so as to make legal 

those potential intrusions. 

 

Legal 

Yes – The Regulation of Investigatory Powers Act 2000 (“RIPA”) 

enables local authorities to carry out certain types of surveillance 

activity, as long as specified procedures are followed. The 

information obtained as a result of surveillance operations can be 

relied upon in court proceedings providing RIPA is complied with. 

The Investigatory Powers Act 2016 (“IPA”) is the main legislation 

governing the acquisition of communications data. The information 

obtained as a result of these acquisitions can also be relied upon in 

court proceedings providing IPA is complied with. Full details of the 

RIPA requirements and compliance are set out in the Policy, with 

relevant documents and guidance document available to relevant 

officers via the intranet should they consider it necessary to use 

these powers. 

 

Specific Wards 

No 

 

7.0  Background papers, appendices and other relevant 

material 

 

7.1 Appendix A – Updated RIPA Policy with track changes. 

 

7.2 Appendix B – Clean version of the updated RIPA Policy. 

 

Contact Member 
 

Councillor Joseph Dumont, Executive Member for 

Corporate Services 

joseph.dumont@eastherts.gov.uk 
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Contact Officer   

James Ellis, Head of Legal and Democratic Services, 

Tel: 01279 502170 

james.ellis@eastherts.gov.uk 

 

Report Author 

As above 
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1. Introduction 

 

1.1  Summary 

 

The Regulation of Investigatory Powers Act 2000 (“RIPA”) came into force 

on 25 September 2000 and sought to regulate covert investigation 

practices undertaken by a number of bodies, including local authorities. 

 

This Policy is the framework on which East Herts Council (“the Council”) 

applies the provisions of RIPA as it relates to covert surveillance. It must 

be read in conjunction with the statutory codes of practice issued by the 

Secretary of State and any additional guidance provided by the 

Investigatory Powers Commissioner’s Office (the “IPCO”) (formerly the 

Office of Surveillance Commissioners – OSC) and individual Services to 

deal with the specific issues of their service. 

 

1.2  Background 

 

The Human Rights Act 1998 requires the Council to have respect for the 

private and family life of citizens. However in rare cases, it may be lawful, 

necessary and proportionate for the Council to act covertly in ways that 

may interfere with an individual’s rights. 

 

The rights conferred by Article 8 of the Human Rights Act are not 

absolute rights, but qualified right, meaning that it is still possible for a 

public authority to interfere with those rights provided the following 

criteria are satisfied; 

 

(a) It is done in accordance with the law 

(b) It is necessary (as defined in this document); and 

(c) It is proportionate (as defined in this document). 

 

RIPA provides a statutory mechanism for authorising certain types of 

surveillance. It seeks to ensure that any interference with an individual’s 

right under Article 8 is necessary and proportionate. In doing so, RIPA 

seeks to ensure both the public interest and the human rights of 

individuals are suitably balanced. 

 

It is possible that unauthorised surveillance will be a breach of a person’s 

right to privacy under Article 8. Even if surveillance without due 

authorisation in a particular instance is not illegal, if authorisation is not 
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obtained, the surveillance carried out will not have the protection that 

RIPA affords. 

 

If the correct procedures are not followed; 

 

• evidence may be disallowed by the courts, 

• a complaint of maladministration could be made to the 

Ombudsman, and/or 

• the Council could be ordered to pay compensation 

 

It is therefore essential that this document, along with any further 

guidance that may be issued from time to time by the Head of Legal and 

Democratic Services, always be complied with. 

 

1.3 Policy Review 

 

RIPA and this document are essential for the effective, efficient and legal 

operation of the Council’s covert surveillance activity. This document will, 

therefore be kept under annual review by the Head of Legal and 

Democratic Services. 

 

Authorising Officers, as defined below, must bring any suggestions for 

the continuous improvement of this document to the attention of the 

Head of Legal and Democratic Services, at the earliest possible 

opportunity. 

 

1.4  Scope 

 

RIPA does not; 

 

• Make unlawful anything that is otherwise lawful 

• Impose any new statutory duties, or 

• Prejudice or disapply any existing powers available to the Council to 

obtain information by any means not involving conduct that is 

governed by RIPA. (For example it does not affect the Council’s 

current powers to obtain information from the DVLA or the Land 

Registry). 

 

If RIPA procedures are followed correctly the conduct of an investigation 

will be deemed lawful for all purposes (section 27 RIPA). This protection 

extends to criminal and civil proceedings, Employment Tribunal hearings 

and a complaint to either the Local Government Ombudsman or the 
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Investigatory Powers Tribunal. It therefore provides protection both for 

the Council and any officer who may have been involved in an 

investigation. 

 

It should also be noted that the requirements of RIPA, and this policy, 

extends to external agencies working on behalf of the Council. Where 

such agencies are carrying out the Authority’s statutory functions, the 

Authority remains liable for compliance with its duties. It is essential that 

all external agencies comply with the regulations, as they are 

contractually obliged to do so. 

 

RIPA provides a means of authorising certain acts of covert surveillance 

for a variety of purposes. To fully understand the effects of RIPA, it is 

essential to understand the various types of activity that are covered, 

and those that are not permitted, and the purposes that will justify 

surveillance. 

 

The provisions of RIPA that apply to Local Authorities provide a 

regulatory framework that permits; 

 

• The use of Directed Surveillance 

• The Use of Covert Human Intelligence Sources 

• The Acquisition and Disclosure of Communications Data 

 

2. Definition of Surveillance 

 

“Surveillance” includes: 

 

• Monitoring, observing, listening to persons, watching or following their 

movements, listening to their conversations or their other activities or 

communications; 

• Recording anything monitored, observed or listened to in the course of 

surveillance; and 

• Surveillance by, or with, the assistance of a surveillance device, which 

will include cameras, video, and listening or recording devices. 

 

Surveillance can be either overt or covert. 

 

2.1  Overt Surveillance 
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The overwhelming majority of surveillance undertaken by the Council 

will be done overtly, meaning there will be nothing secretive or hidden 

about the way it is conducted. In many cases officers will be going about 

Council business openly (e.g. a routine inspection by an Environmental 

Health Officer) or will have notified the subject of the investigation that 

they are likely to be under surveillance (e.g. where a noisemaker is 

warned (preferably in writing) that noise will be recorded if it continues.) 

 

Overt surveillance does not require any authorisation under RIPA. 

Neither does low-level surveillance consisting of general observations in 

the course of law enforcement (for example, an officer visiting a site to 

check whether a criminal offence had been committed). Repeated visits 

may amount to systematic surveillance however, and require 

authorisation: if in doubt, advice should be sought from the Head of 

Legal and Democratic Service or the Senior Responsible Officer 

 

Use of body worn cameras should also be overt. Badges should be worn 

by officers stating body cameras are in use and it should be announced 

verbally that recording is taking place. In addition, cameras should only 

be switched on when recording is necessary e.g. when issuing parking 

tickets. 

 

2.2 Covert Surveillance 

 

Covert surveillance is any surveillance that is carried out in a manner 

calculated to ensure that the persons subject to the surveillance are 

unaware that it is or may be taking place. 

 

It should be noted that if the same outcome can be achieved by overt 

means then those means need to be fully explored in the first instance. 

Covert surveillance must only be undertaken when there is no less 

invasive way of achieving the outcome. 

  

3. Directed and Intrusive Surveillance 

 

3.1 Directed Surveillance  

 

Directed surveillance is surveillance which is covert, but not intrusive, 

and undertaken: 

 

a) for the purposes of a specific investigation or specific operation; 
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b) in such a manner as is likely to result in the obtaining of private 

information about a person (whether or not one specifically 

identified for the purposes of the investigation or operation); and 

c) otherwise than by way of an immediate response to events or 

circumstances the nature of which is such that it would not be 

reasonably practicable for an authorisation under RIPA to be 

sought for the carrying out of the surveillance. 

 

3.2  Intrusive Surveillance 

 

Currently, local authorities are not authorised to carry out intrusive 

surveillance. 

 

Surveillance becomes intrusive if the covert surveillance: 

 

a) is carried out by means of a surveillance device in relation to 

anything taking place on any residential premises or in any 

private vehicle; or 

b) where a device placed outside consistently provides information 

of the same or equivalent quality and detail as might be expected 

if it were in the premises or vehicle, or 

c) is carried out in places ordinarily used for legal consultation, at a 

time when they are being used for such consultations 

 

Therefore directed surveillance turns into intrusive surveillance if it is 

carried out involving anything that occurs on residential premises or any 

private vehicle and involves the presence of someone on the premises or 

in the vehicle or is carried out by means of a surveillance device OR 

when directed surveillance is carried out in places ordinarily used for 

legal consultation, at a time when they are being used for such 

consultations. 

 

Residential premises are any part of premises occupied for residential 

purposes or living accommodation, including hotel rooms or prison cells. 

However, it does not include common areas in blocks of flats and similar 

premises. 

 

A private vehicle is a vehicle used primarily for private purposes by the 

owner or person entitled to use it. 

 

Commercial premises and vehicles are therefore excluded from intrusive 

surveillance. 
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Only the police or other law enforcement agencies are permitted to 

employ intrusive surveillance. Likewise, the council has no statutory 

powers to interfere with private property. 

 

4. Identifying directed surveillance 

 

You should ask yourself the following questions: 

 

4.1  Is the surveillance overt or covert? 

 

Refer to paragraphs 2.1 and 2.2 above. If your activities are not hidden 

from the subjects of your investigation, you are not within the RIPA 

framework at all. If the proposed surveillance is covert in nature, then 

refer to paragraph 4.2 below. 

 

4.2  Can the same outcome be achieved by overt means? 

 

Does the surveillance have to be covert? If not, then you should proceed 

with overt surveillance, including the use of signs and other notification 

techniques so that the subject of the surveillance is aware it is taking 

place. 

 

4.3  Is the surveillance for the purposes of a specific investigation or a 

specific operation? 

 

Although, the provisions of the Act do not normally cover the use of 

overt CCTV surveillance systems, since members of the public are aware 

that such systems are in use, there may be occasions when public 

authorities use overt CCTV systems for the purposes of a specific 

investigation or operation. For example, if the CCTV cameras are 

targeting a particular known offender. In such cases, authorisation for 

directed surveillance may be necessary. 

 

4.4  Is the surveillance likely to result in the obtaining of private 

information about a person? 

 

Private information is defined in RIPA section 26 (10) as including any 

information relating to a person’s private or family life. 
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The European Court of Human Rights has considered this definition and 

has found that private life is a broad term not susceptible to exhaustive 

definition. Aspects such as gender identification, name, sexual 

orientation and sexual life are important elements of the personal 

sphere protected by Article 8. 

 

The Article also protects a right to identity and personal development 

and includes an individual’s private or personal relationship with others. 

It includes an individual’s business and family relationships. Family life 

itself should be treated as extending beyond the formal relationships 

created by marriage. 

 

4.5  Is the surveillance otherwise than by way of an immediate response 

to events or circumstances where it is not reasonably practicable to 

get authorisation? 

 

Directed surveillance does not include covert surveillance carried out by 

way of an immediate response to events or circumstances which, by 

their very nature, could not have been foreseen. For example, an 

environmental crime officer would not require an authorisation to 

conceal themselves and observe a suspicious person which they came 

across in the course of a routine patrol. 

 

However, if as a result of that immediate response, you undertake a 

specific investigation you will need authorisation. 

 

5. Covert Human Intelligence Sources (CHIS) 

 

A person is a covert human intelligence source (“CHIS”) if; 

 

a) he establishes or maintains a personal or other relationship with a 

person for the covert purpose of facilitating the doing of anything 

falling within paragraph (b) or (c); 

b) he covertly uses such a relationship to obtain information or to provide 

access to any information to another person; or 

c) he covertly discloses information obtained by the use of such a 

relationship or as a consequence of the existence of such a 

relationship. 

 

A purpose is covert, in relation to the establishment or maintenance of a 

personal or other relationship if, and only if, the relationship is conducted in a 
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manner that is calculated to ensure that one of the parties to the relationship 

is unaware of the purpose. 

 

A relationship is used covertly, and information obtained is disclosed covertly 

if, and only if, it is used or disclosed in a manner that is calculated to ensure 

that one of the parties to the relationship is unaware of the use or disclosure 

in question. 

 

A member of the public who volunteers information to the Council is not a 

covert human intelligence source. 

 

Likewise, members of the public who report allegations of anti-social 

behaviour and are asked to keep a note of incidents will not normally be CHIS 

either as they are not usually required to establish or maintain a covert 

relationship. 

 

It should be noted, however, that if the information provided is recorded as 

potentially useful or actionable, there is potential duty of care to the individual 

and the onus is on the public authority to manage human sources properly. 

Authorising Officers should be alive to the possibility of ‘status drift’. 

Authorising Officers, when deciding whether to grant an authorisation, should 

take account of the difference between a volunteer of information already 

known to the individual and the relevance of the exploitation of a relationship 

for a covert purpose. 

 

5.1  Conduct and use 

 

The conduct or use of CHIS must be authorised in accordance with RIPA. 

 

Conduct of a CHIS. This is establishing or maintaining a personal or 

other relationship with a person for the covert purpose of (or is 

incidental to) obtaining or passing on information. 

 

Use of a CHIS. This includes inducing, asking or assisting a person to 

engage in the conduct of a source, or to obtain information by means of 

the conduct of such a source. 

 

The use of a juvenile CHIS may only be authorised for one four months 

at a time1. 

 

 
1 Regulation of Investigatory Powers (Juveniles) (Amendment) Order 2018/715 
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5.2  Test Purchases 

 

Carrying out test purchases will not require the purchaser to establish a 

relationship with the supplier with the covert purpose of obtaining 

information and, therefore, the purchaser will not normally be a CHIS. 

For example, authorisation would not normally be required for test 

purchases carried out in the ordinary course of business (e.g. walking 

into a shop and purchasing a product over the counter). 

 

By contrast, developing a relationship with a person in the shop, to 

obtain information about the seller’s suppliers of an illegal product will 

require authorisation as a CHIS. Similarly, using mobile hidden recording 

devices or CCTV cameras to record what is going on in the shop, or an 

adult is observing a juvenile test purchase, this will require authorisation, 

as directed surveillance. In all cases, a prior risk assessment is essential 

in relation to any young person used for a test purchase. 

 

5.3  Security and Welfare 

 

Only the Chief Executive is able to authorise the use of vulnerable 

individuals and juvenile CHIS’s. The Authorising Officer shall have regard 

to the special safeguards and provisions that apply to vulnerable 

individuals and juvenile sources, more particularly set out in the Covert 

Human Intelligence Source Code of Practice which can be found here. 

 

The Authorising Officer shall ensure that arrangements are in place for 

the proper oversight and management of sources, including appointing 

individual officers for each source. The person responsible for the day-

to-day contact between the public authority and the source will usually 

be of a rank or position below that of the Authorising Officer. 

 

Officers using a source shall consider the safety and welfare of that 

source (even after cancellation of the authorisation), and the foreseeable 

consequences to others of the tasks they are asked to carry out. The 

Authorising Officer shall carry out a risk assessment before authorising 

the source. 

 

5.4 Criminal Conduct Authorisations 

 

The Covert Human Intelligence Sources (Criminal Conduct) Act 2021 

(CHIS(CC)A) received Royal Assent on 1 March 2021 and went live for the 

police on 15 September 2021. CHIS(CC)A amends the Regulation of 
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Investigatory Powers Act 2000 and provides an express power to 

authorise a CHIS to participate in conduct which would otherwise 

constitute a criminal offence. This power is known as a Criminal Conduct 

Authorisation (CCA). It is important to note that local authorities have not 

been given these powers and it is mentioned here for the avoidance of 

doubt.  

 

6. Communications Data 

 

Before considering submitting an application for the acquisition of 

communications data, all officers must first refer the matter to the Senior 

Responsible Officer.  

  

Communications Data (‘CD’) is the ‘who’, ‘when’ and ‘where’ of a 

communication, but not the ‘what’ (i.e. the content of what was said or 

written).  Local Authorities are not permitted to intercept the content of any 

person’s communications. 

 

Part 3 of the Investigatory Powers Act 2016 (IPA) replaced part 1 chapter 2 of 

RIPA in relation to the acquisition of communications data (CD) and puts local 

authorities on the same standing as the police and law enforcement agencies. 

Previously local authorities have been limited to obtaining subscriber details 

(known now as “entity” data) such as the registered user of a telephone 

number or email address. Under the IPA, local authorities can now also obtain 

details of in and out call data, and cell site location. This information identifies 

who a criminal suspect is in communication with and whereabouts the 

suspect was when they made or received a call, or the location from which 

they were using an Internet service. This additional data is defined as “events” 

data. 

  

A new threshold for which CD “events” data can be sought has been 

introduced under the IPA as “applicable crime”. Defined in section 86(2A) of 

the Act this means: 

• an offence for which an adult is capable of being sentenced to one year 

or more in prison, 

• any offence involving violence, resulting in substantial financial gain or 

involving conduct by a large group of persons in pursuit of a common 

goal, 

• any offence committed by a body corporate 

• any offence which involves the sending of a communication or a breach 

of privacy; or 
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• an offence which involves, as an integral part of it, the sending of a 

communication or breach of a person’s privacy. 

 

Further guidance can be found in paragraphs 3.3 to 3.13 of the 

Communications Data Code of Practice.  

 

The IPA has also removed the necessity for local authorities to seek the 

endorsement of a Justice of the Peace when seeking to acquire CD. All such 

applications must now be processed through National Anti-Fraud Network 

(NAFN) and will be considered for approval by the independent Office of 

Communication Data Authorisation (OCDA). The transfer of applications 

between local authorities, NAFN and OCDA is all conducted electronically and 

will therefore reduce what can be a protracted process of securing an 

appearance before a Magistrate or District Judge (see local authority 

procedures set out in paragraphs 8.1 to 8.7 of the Communications Data Code 

of Practice). 

 

The powers contained in Part 1 of Chapter 2 of RIPA permit Local Authorities 

to obtain information relating to the use of a postal service or 

telecommunications system for obtaining communications data and the 

disclosure to any person of such data. For these purposes, communications 

data includes information relating to the use of a postal service or 

telecommunications system but does not include the contents of the 

communication itself, content of e-mails or interaction with websites. 

Communications data includes subscribers details, names and addresses and 

telephone numbers of those contacted, billing addresses, account 

information, web addresses visited etc. 

 

Two types of data (Customer Data or Service Data) are available to local 

authorities and, when making an application for obtaining or disclosing such 

data, the applicant must specify exactly which type of information 

 

A third type of data (Traffic data) is not accessible to local authorities. 

 

6.1  Customer data – (Subscriber data, RIPA s21(4)) 

 

Customer data is the most basic. It is data about users of communication 

services. This data includes: 

 

• Name of subscriber 

• Addresses for billing, delivery, installation 

• Contact telephone number(s) 

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Formatted: Normal

Formatted: Font: Not Bold

Formatted: Hyperlink, Font: (Default) +Body (Calibri), 11 pt,
Not Bold, Font color: Auto

Formatted: Hyperlink, Font: (Default) +Body (Calibri), 11 pt,
Not Bold, Font color: Auto

Formatted: Hyperlink, Font: (Default) +Body (Calibri), 11 pt,
Not Bold, Font color: Auto

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Page 34

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/757850/Communications_Data_Code_of_Practice.pdf


12 
 

• Abstract personal records provided by the subscriber (e.g. 

demographic information) 

• Subscribers’ account information – bill payment arrangements, 

including bank, credit/debit card details 

• Other services the customer subscribes to. 

 

6.2  Service data – (Service Use data, RIPA s21(4)(b)) 

 

This relates to the use of the service provider’s services by the customer, 

and includes: 

 

• The periods during which the customer used the service(s) 

• Information about the provision and use of forwarding and re-

direction services by postal and telecommunications service 

providers 

• ‘Activity’, including itemised records of telephone calls (numbers 

called), internet connections, dates and times/duration of calls, 

text messages sent 

• Information about the connection, disconnection and 

reconnection of services 

• Information about the provision of conference calling, call 

messaging, call waiting and call barring telecommunications 

services 

• Records of postal items, such as records of registered, recorded or 

special delivery postal items, records of parcel consignment, 

delivery and collection 

• ‘Top-up’ details for prepay mobile phones – credit/debit card, 

voucher/e- top up details 

 

6.3 Traffic data – (Traffic data, RIPA s21(6)) 

 

In relation to communications means: 

 

• any data identifying or purporting to identify, any person, 

apparatus or location to or from which the communication is or 

may be transmitted 

• any data identifying or selecting or purporting to identify or select 

apparatus through which, or by means of which the 

communication is or may be transmitted 

any data comprising signals for the actuation of apparatus used for the 

purposes of a telecommunications system for effecting (in whole or in part) the 
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transmission of any communication aany data identifying the data or other data 

as data comprised in or attached to a particular communication but that 

expression includes data identifying a computer file or computer program 

access to which is obtained, or which is run by means of the communication to 

the extent only that the file or program is identified by reference to the 

apparatus in which it is stored. 

7. RIPA Authorisation Procedure 

 

7.1  General 

 

Directed surveillance, and the use of CHIS and the acquisition of 

communications data must be lawfully carried out in strict accordance 

with the terms of the relevant authorisation and Magistrates Court 

approval. 

 

The Council can only authorise directed surveillance to prevent and 

detect conduct which constitutes one or more criminal offences. The 

criminal offences must be punishable, whether on summary conviction 

or indictment, by a maximum term of at least 6 months imprisonment or 

be an offence under: 

 

a) S146 of the Licensing Act 2003 (sale of alcohol to children); 

b) S147 of the Licensing Act 2003 (allowing the sale of alcohol to 

children); 

c) S147A of the Licensing Act 2003 (persistently selling alcohol to 

children); and 

d) S7 of the Children and Young Persons Act 1933 (sale of tobacco 

etc. to persons under the age of 18)  

 

The Council will only very rarely make use of CHIS so the applicant officer 

should consult the Head of Legal and Democratic Services before making 

an application for a CHIS authorisation in order to ensure that the 

current statutory requirements and best practice are being observed. 

 

Applications for authorisations and notices requesting communications 

data must be processed through the Council’s Home Office accredited 

single point of contact (“SPoC”). As the need to obtain such information 

will only very occasionally arise the applicant officer should contact the 

Head of Legal and Democratic Services before making an application in 

order to ensure that current statutory requirements and best practice 

are being observed. 
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All applications for authorisation must be sought and granted before any 

surveillance activity takes place. The decision whether or not to authorise 

an application must not be taken with the benefit of hindsight. This 

should be borne in mind when submitting an application to the 

Magistrates’ Court. 

 

Once approved, the original authorisation and accompanying paperwork 

must be forwarded to the RIPA Co-Ordinator (Senior Solicitor – Corporate 

Legal Team) to allocate the application a Unique Reference Number 

(URN) and for key details to be entered onto the central register. 

 

7.2  Before Making the Application 

 

Before making an application for an authorisation, the requesting officer 

must; 

 

• read this policy document, 

• determine whether the activity that they are proposing to conduct 

involves directed surveillance or the use of a CHIS, 

• assess whether the activity will be in accordance with the law – is it 

governed by RIPA, 

• assess whether the activity is necessary and why, 

• assess whether the activity is proportionate. 

 

If the activity can be conducted overtly or if a less intrusive option is 

available and practical, then that option should be pursued rather than 

obtaining a RIPA authorisation. 

 

7.3 Special consideration in respect of confidential information 

 

Particular attention is drawn to areas where the subject of surveillance 

may reasonably expect a high degree of privacy e.g. where confidential 

information is involved. 

 

Confidential information consists of personal information (such as 

medical records or spiritual counselling), confidential journalistic 

material, confidential discussions between Members of Parliament and 

their constituents, or matters subject to legal privilege. 

 

Legal privilege 
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Generally, this applies to communications between an individual and 

his/her legal adviser in connection with the giving of legal advice in 

connection with or in contemplation of legal proceedings. Such 

information is unlikely ever to be admissible as evidence in criminal 

proceedings. 

 

If in doubt, the advice of the Head of Legal and Democratic Services 

should be sought in respect of any issues in this area. 

 

Confidential personal information 

 

This is oral or written information held in (express or implied) 

confidence, relating to the physical or mental health or spiritual 

counselling concerning an individual (alive or dead) who can be identified 

from it. Specific examples provided in the codes of practice are 

consultations between a health professional and a patient, discussions 

between a minister of religion and an individual relating to the latter’s 

spiritual welfare or matters of medical or journalistic confidentiality. 

 

Confidential journalistic material 

 

This is material acquired or created for the purposes of journalism and 

held subject to an undertaking to hold it in confidence. 

 

It should be noted that matters considered to be confidential under RIPA 

may not necessarily be properly regarded as confidential under section 

41 Freedom of Information Act 2000. 

 

Where such information is likely to be acquired, the surveillance may 

only be authorised by the Chief Executive or, in his absence, the person 

acting as the Head of Paid Service. 

 

7.43 Who can give Provisional Authorisations? 

 

Authorisations may only be given by the Authorising Officers listed in 

Appendix B. Only the Chief Executive can authorise the use of a CHIS, or 

the acquisition of confidential information (see paragraph 7.3 above). 

 

Applications for the acquisition of Communications data can only be 

issued by a Home Office accredited single point of contact (“SPoC”) (see 

paragraph 7.8 below) 
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It will be the responsibility of Authorising Officers who have been duly 

certified to ensure their relevant members of staff are also suitably 

trained as ‘applicants’ so as to avoid common mistakes appearing on 

forms for RIPA authorisations. 

 

Training will be given, or approved by the Head of Legal and Democratic 

Services before Authorising Officers are certified to sign any RIPA forms. 

A central register of all those individuals who have undergone training or 

a one-to-one meeting with the Head of Legal and Democratic Services, 

on such matters, will be kept by the Head of Legal and Democratic 

Services. 

 

Authorising officers should not normally be responsible for authorising 

operations in which they are directly involved, although it is recognised 

that this may sometimes be unavoidable. Where an Authorising Officer 

authorises such an investigation or operation the central register will 

highlight this and the Commissioner or inspector will be notified of this 

during his or her next inspection 

 

Authorising Officers will also ensure that staff who report to them follow 

this guidance document and do not undertake or carry out any form of 

surveillance without first obtaining the relevant authorisations in 

compliance with this document. 

 

Authorising Officers must also ensure that, when sending copies of 

authorisations and associated documentation to the Head of Legal and 

Democratic Services, that these are sent in sealed envelopes and marked 

‘Strictly Private and Confidential’. 

 

Any equipment to be used in any approved surveillance must be 

properly controlled, recorded and maintained for audit purposes. 

 

7.54 Grounds for Authorisation 

 

An Authorising Officer has a number of obligations within the provisions 

of the Act, which must be met before carrying out any form of 

surveillance. 

 

An Authorising Officer shall not grant an provisional authorisation for the 

carrying out of directed surveillance or for the use of a CHIS or for the 

obtaining or disclosing of communications data unless they have given 

personal consideration to the facts and believes: 
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a) that an provisional authorisation is necessary, and 

b) the provisionally authorised investigation is proportionate to what 

is sought to be achieved by carrying it out 

 

For local authority investigations, provisional authorisation is deemed 

“necessary” in the circumstances of the particular case if it is for the 

purpose of preventing and detecting crime or of preventing disorder. 

 

Authorisation cannot be sought, and authority must not be given unless 

you are satisfied that the surveillance is “proportionate.” You have to 

make sure that any interference with privacy is justified by the end being 

sought. Unless the benefit to be obtained from surveillance is significant, 

and unless the problem you are seeking to tackle is serious, the use of 

surveillance is unlikely to be proportionate. 

 

The conduct must also be the least invasive method of achieving the end 

and the risk of intrusion into the privacy of persons other than those 

who are directly the subjects of the investigation must be assessed and 

taken into account (see Collateral Intrusion below). 

 

Consideration must be given to the seriousness of the offence under 

consideration. Authorisation for directed surveillance can only be 

granted if the purpose of the surveillance is the prevention or detection 

of crime(s) punishable by 6 months imprisonment or more, or relates to 

the sale or alcohol or tobacco to underage persons. Covert surveillance 

relating to dog fouling and other minor offences will not be deemed a 

proportionate activity. 

 

Careful consideration needs to be made by authorising officers of all of 

these points. Such consideration needs to be demonstrated on the 

authorisation form in the relevant parts. Authorising Officers must 

exercise their minds every time they are asked to sign a form. They must 

never sign or rubber stamp the form without thinking about their 

personal and the Council’s responsibilities. 

 

Any boxes not needed on the form/s must be clearly marked as being 

‘not applicable’ or a line put through the same. Great care must also be 

taken to ensure accurate information is used and inserted in the correct 

boxes. Reasons for any refusal of an application must also be kept on the 

form and retained for future audits. 
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7.65  Collateral Intrusion 

 

Before provisionally authorising an investigation, the Authorising Officer 

shall also take into account the risk of intrusion into the privacy of 

persons other than those who are directly the subjects of the 

investigation or operation; known as collateral intrusion. The 

investigating officer shall take measures, wherever practicable, to avoid 

or minimise unnecessary intrusion into the lives of those not directly 

connected with the investigation or operation. 

 

An application for an provisional authorisation shall include an 

assessment of the risk of any collateral intrusion. The Authorising Officer 

shall take this into account, when considering the proportionality of the 

surveillance. 

 

Where an operation unexpectedly interferes with the privacy of 

individuals who were not the subject of surveillance or covered by the 

authorisation in some other way, the investigating officer should inform 

the Authorising Officer. 

 

7.76 Judicial Approval 

 

The Council is only able to grant an provisional authorisation or renewal 

to conduct covert surveillance. No provisional authorisations, nor any 

surveillance granted under them, will take effect until judicial approval 

has been sought and granted by a Magistrates’ Court. 

 

Once the authorising officer has authorised the directed surveillance or 

CHIS, the investigating officer who completed the application form 

should contact the Magistrates’ Court to arrange a hearing for the 

authorisation to be approved by a Justice of the Peace. 

 

The investigating officer will provide the Justice of the Peace with a copy 

of the original authorisation and the supporting documents setting out 

the case. This forms the basis of the application to the Justice of the 

Peace and should contain all information that is relied upon. 

 

In addition the investigating officer will provide the Justice of the Peace 

with a partially completed judicial application/order form. 
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The hearing will be in private and the investigating officer will be sworn 

in and present evidence as required by the Justice of the Peace. Any such 

evidence should be limited to the information in the authorisation. 

 

The Justice of the Peace will consider whether he/she is satisfied that at 

the time the authorisation was granted or renewed, there were 

reasonable grounds for believing that the authorisation was necessary 

and proportionate. 

 

The Justice of the Peace will also consider whether there continues to be 

reasonable grounds. 

 

The Justice of the Peace must also be satisfied that the person who 

granted the authorisation was an appropriate designated person and the 

authorisation was made in accordance with any applicable legal 

restrictions, for example, the crime threshold for directed surveillance 

has been met. 

 

The Justice of the Peace will record his/her decision on the order section 

of the judicial application/order form. 

A copy of the RIPA form and judicial application/order form will be 

retained by the Court. 

 

If the authorisation is approved the council may commence the activity. 

If the Justice of the Peace refuses to approve the authorisation the 

council may not commence the activity although, if the reason for refusal 

is a technical error, the council may address this and reapply without 

going through the internal authorisation process again. 

 

The Justice of the Peace may refuse to approve the authorisation, and 

quash it. The exercise of this power should not take place until the 

applicant has at least two business days from the date of the refusal to 

make representations. 

 

7.87 Provisional Authorisation for Communication Data 

 

The Act provides two different ways of provisionally authorising access to 

communications data; through an provisional authorisation under 

Section 22(3) and by a provisional notice under Section 22(4). 

 

An provisional authorisation would, following judicial approval, allow the 

authority to collect or retrieve the data itself. A provisional notice is given 
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to a postal or telecommunications operator and requires that operator 

to collect or retrieve the data and provide it to the authority serving the 

notice. An Authorising Officer decides whether or not an provisional 

authorisation should be granted, or a provisional notice given. 

 

An provisional authorisation under Section 22(3) may be appropriate 

where: 

 

• the postal or telecommunications operator is not capable of 

collecting or retrieving the communications data; 

• it is believed the investigation may be prejudiced if the postal or 

telecommunications operator is asked to collect the data itself; 

• there is a prior agreement in place between the authority and the 

postal or telecommunications operator as to the appropriate 

mechanisms for the disclosure of data. 

 

Notices and, where appropriate, provisional authorisations for 

communications data must be channelled through SPoC’s. The SPoC is 

able to advise authorising officers as to whether an authorisation or 

notice is appropriate. 

 

The Council use the services of the National Anti-Fraud Network (NAFN) 

for all Communications Data enquiries and as such NAFN performs the 

role of a SPoC through their qualified SPoC officers. All applicants must be 

registered with NAFN via the NAFN website at www.nafn.gov.uk 

 

Applications to obtain communications data should be made on the NAFN 

standard form available on the NAFN website and submitted in the first 

instance to the SPoC. If appropriate the SPoC will forward the application 

to a Council Authorising Officer for either the provisional authorisation of 

conduct or the provisional issuing of a notice. 

 

If satisfied that the proposed investigation is both necessary and 

proportionate, the Authorising Officer will return the provisional 

authorisation or notice to the SPoC who will then liaise with the applicant 

and the postal/telecommunications company, after the appropriate 

Judicial Approval has been obtained. The disclosure of data under a notice 

will only be made to the Authorising Officer. 

 

Communications data, and all copies, extracts and summaries of it must 

be handled and stored securely. The requirements of the Data Protection 
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Act 2018 and the principles of the Criminal Procedure and Investigations 

Act 1996 must be strictly followed. 

 

8. Activities by other public authorities 

 

The investigating officer shall make enquiries of other public authorities e.g. 

the police whether they are carrying out similar activities if he considers that 

there is such a possibility in order to ensure that there is no conflict between 

the activities of this Council and those other public authorities. 

 

9. Joint Investigations 

 

When some other agency has been instructed on behalf of the Council to 

undertake any action under RIPA, this document and the forms in it must be 

used (as per normal procedure) and the agency advised or kept informed, as 

necessary, of the various requirements. They must be made aware explicitly 

what they are authorised to do. 

 

When some other agency (e.g. police, Customs & Excise, Inland Revenue etc.): 

 

a) wishes to use the Council’s resources (e.g. CCTV), that agency must use 

its own RIPA procedures and, before any officer agrees to allow the 

Council’s resources to be used for the other agency’s purposes, they 

must obtain a copy of that agency’s RIPA form for the record and/or 

relevant extracts from the same which are sufficient for the purposes 

of protecting the Council and the use of its resources 

b) wishes to use the Council’s premises for their own RIPA action, the 

officer should, normally, co-operate with the same, unless there are 

security or other good operational or managerial reasons as to why 

the Council’s premises should not be used for the agency’s activities. 

In such cases, the Council’s own RIPA forms should not be used as the 

Council is only assisting and not being involved in the RIPA activity of 

the external agency being involved in the RIPA activity of the external 

agency. 

 

In terms of (a), if the police or other agency wish to use the Council’s 

resources for general surveillance, as opposed to specific RIPA authorisations, 

an appropriate letter requesting the proposed use, remit, duration, details of 

who will be undertaking the general surveillance and the purpose of it must 

be obtained from the police or other agency before any Council resources are 

made available for the proposed use. 
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10. Duration, reviews, renewals and cancellation of authorisations 

 

10.1 Duration 

 

Authorisations must be reviewed in the time stated and cancelled once 

no longer needed. 

 

Authorisations last for: 

 

a) 12 months from the date of the judicial approval for the conduct 

or use of a source 

b) three months from the date of judicial approval for directed 

surveillance 

c) one month from the date of judicial approval for communications 

data, or earlier if cancelled under Section 23(8) of the Act. 

 

However, whether the surveillance is carried out/conducted or not in the 

relevant period, does not mean that the authorisation is spent. 

Authorisations do not expire, they have to be reviewed, or cancelled if no 

longer required. 

 

10.2 Reviews 

 

The Authorising Officer shall undertake regular reviews of authorisations 

to assess the need for the surveillance to continue. The results of a 

review should be recorded on the central record of authorisations. 

 

Where the surveillance provides access to confidential information or 

involves collateral intrusion the officer should conduct frequent reviews. 

 

10.3 Renewals 

 

If at any time before an authorisation ceases to have effect, it is 

necessary for the authorisation to continue for the purpose for which it 

was given, it may be renewed in writing for a further period of 3 calendar 

months, beginning with the day when the original authorisation would 

have expired. Magistrates Court approval is required before a renewal 

takes effect. 
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Authorisations may be renewed more than once, provided they continue 

to meet the criteria for authorisation and are approved by the 

Magistrates’ Court. The renewal should be kept/recorded as part of the 

central record of authorisations. 

 

The Authorising Officer must consider the matter afresh, including taking 

into account the benefits of the surveillance to date and any collateral 

intrusion that has occurred. 

 

Authorisations can be renewed in writing shortly before the maximum 

period has expired. The renewal will begin on the day when the 

authorisation would have expired, provided the necessary judicial 

approval has been obtained. 

 

An authorisation cannot be renewed after it has expired. 

 

A further requirement in relation to renewal of a CHIS is that judicial 

approval will only be granted if the Magistrates are satisfied that a review 

has been carried out, which considers: 

 

• the use made of the source in the period since authorisation was 

granted (or the last renewal); and 

• the tasks given to the source during that period, and the 

information obtained from the conduct or use of the source 

 

For the purposes of making an Order, the Magistrates have considered 

the results of that review. 

 

10.4 Cancellations 

 

The Authorising Officer must cancel an authorisation if they become 

satisfied that the surveillance is no longer required or appropriate. 

 

Authorisations should not be allowed simply to lapse. The duty to cancel 

a notice falls on the Authorising Officer who issued it. 

 

The Authorising Officer must then cancel the Application without delay. 

When cancelling the authorisation the Authorising Officer is required to 

consider whether the surveillance was effective, necessary and met its 

objectives. Cancellations must be made using the cancellation form and 

should briefly detail what product(s) resulted from the surveillance. 
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When cancelling an authorisation, the Authorising Officer must ascertain 

what recorded material has been obtained by the use of directed 

surveillance. The Authorising Officer should comment on the recorded 

material and how it is to be managed or used thereafter. If the matter is 

not proceeding to a prosecution, the Authorising Officer must be 

satisfied that any recorded material has been securely destroyed. 

 

In the case of a notice issued in respect of communications data, the 

relevant postal or telecommunications operator will be informed of the 

cancellation. 

 

11. Record Management 

 

11.1 Central record of all Authorisations 

 

The Head of Legal and Democratic Services shall hold and monitor a 

centrally retrievable record of all provisional and judicially approved 

authorisations. The Authorising Officer must notify and forward a copy 

of any provisional notice or authorisation granted, renewed or cancelled 

and any judicial approval received or refused within 1 week of the event 

to the Head of Legal and Democratic Services to ensure that the records 

are regularly updated. 

 

The record will be made available to the relevant Commissioner or an 

Inspector from the Investigatory Powers Commissioner’s Office. These 

records will be retained for a period of 5 years from the ending of the 

authorisation. A record will be kept of the dates on which the 

authorisation notice is started and cancelled. 

 

The Head of Legal and Democratic Services will monitor the submission 

of provisional and judicially approved authorisations and notices and 

give appropriate guidance, from time to time, or amend any provisional 

or draft document as necessary. The records submitted to the Head of 

Legal and Democratic Services, shall contain the following information: 

 

a) the type of authorisation or notice 

b)  the date the provisional authorisation or notice was given; 

c) name and rank/grade of the authorising officer; 

d) the date judicial approval was received or refused; 

e) the unique reference number (URN) of the investigation or 

operation; 

Page 47



25 
 

f) the title of the investigation or operation, including a brief 

description and names of subjects, if known; 

g) if the authorisation or notice is renewed, when it was renewed and 

who authorised the renewal, including the name and rank/grade 

of the authorising officer and the date of judicial approval; 

h) whether the investigation or operation is likely to result in 

obtaining confidential information; 

i) the date the authorisation or notice was cancelled. 

 

11.2 Records maintained in the Department 

 

The Authorising Officer shall maintain the following documentation, 

which need not form part of the centrally retrievable record: 

 

a) a copy of the application and provisional authorisation or notice 

together with a copy of any order of judicial approval or refusal, 

as well as any supplementary documentation and notification of 

the approval given by the Authorising Officer; 

b) a record of the period over which the surveillance has taken 

place; 

c) the frequency of reviews prescribed by the Authorising Officer; 

d) a record of the result of each review of the authorisation or 

notice; 

e) a copy of any renewal of an authorisation or notice, together with 

judicial approval or refusal and the supporting documentation 

submitted when the renewal was requested; 

f) the date and time when any instruction was given by the 

Authorising Officer, 

g) the unique reference number for the authorisation (URN) 

 

Each form must have a URN. The Authorising Officers will issue the 

relevant URN to applicants. The cross-referencing of each URN takes 

place within the form for audit purposes. Rejected forms will also have 

URN’s. 

 

11.3 Records relating to a CHIS 

 

Proper records must be kept of the authorisation and use of a CHIS. An 

Authorising Officer must not grant agree an provisional authorisation for 

the use or conduct of a CHIS unless he believes that there are 

arrangements in place for ensuring that there is at all times a person 
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with the responsibility for maintaining a record of the use made of the 

CHIS. 

 

The records shall contain the following information: 

 

a) the identity of the source; 

b) the identity, where known, used by the source; 

c) any relevant investigating authority other than the Council; 

d) the means by which the source is referred to within each relevant 

investigating authority; 

e) any other significant information connected with the security and 

welfare of the source; 

f) any confirmation made by a person granting or renewing an 

authorisation for the conduct or use of a source that the 

information in paragraph (d) has been considered and that any 

identified risks to the security and welfare of the source have 

where appropriate been properly explained to and understood 

by the source; 

g) the date when, and the circumstances in which, the source was 

recruited; 

h) the identities of the persons who, in relation to the source; 

i. hold day-to-day responsibility for dealing with the source 

and for the source’s security and welfare 

ii. have a general oversight of the use made of the source (not 

to be the person identified in h) i. 

iii. have responsibility for maintaining a record of the use 

made of the source 

i) the periods during which those persons have discharged those 

responsibilities; 

j) the tasks given to the source and the demands made of him in 

relation to his activities as a source; 

k) all contacts or communications between the source and a person 

acting on behalf of any relevant investigating authority; 

l) the information obtained by the conduct or use of the source; 

m) any dissemination of information obtained in that way; and 

n) in the case of a source who is not an undercover operative, every 

payment, benefit or reward and every offer of a payment, benefit 

or reward that is made or provided by or on behalf of any 

relevant investigating authority in respect of the source's 

activities for the benefit of that or any other relevant 

investigating authority. 
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Records which reveal the name(s) of the CHIS should only be disclosed to 

persons to the extent that there is a need for access to them; if legally 

necessary; or if ordered by any Court. 

 

12. Retention and destruction 

 

 

Generally, all material (in whatever media) produced or obtained during the 

course of investigations subject to RIPA authorisation should be processed, 

stored and destroyed in accordance with the requirements of the Data 

Protection Act 2018, UK General Data Protection Regulation (UK GDPR) (EU) 

2016/679, the Freedom of Information Act 2000 and any other legal 

requirements, including those of confidentiality and the Council’s policies and 

procedures regarding document retention. 

 

Material obtained from properly authorised surveillance or a CHIS may be 

used in other investigations. Arrangements shall be in place for the handling, 

storage and destruction of material obtained through the use of covert 

surveillance, a CHIS or the obtaining or disclosure of communications data. 

 

RIPA surveillance and CHIS records must be available for inspection by the 

Investigatory Powers Commissioner and retained for at least five years. 

Information obtained through covert surveillance or CHIS activity, and all 

copies, extracts and summaries which contain such material, should also be 

scheduled for deletion or destruction and securely destroyed as soon as they 

are no longer needed for the authorised purpose(s) set out in section 9.5 of 

the Covert Surveillance and Property Interference Code of Practice. 

 

If such information is retained, it should be reviewed at appropriate intervals 

in line with the relevant retention schedules to confirm that the justification 

for its retention is still valid. In this context, destroying material means taking 

such steps as might be necessary to make access to the data impossible. 

 

Authorising Officers must also ensure compliance with the appropriate data 

protection requirements and any relevant Corporate Procedures relating to 

the handling and storage of material and the authorising officer, (in 

consultation with the SRO, is responsible for the retention / destruction 

decisions in connection with covertly acquired material. 
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13. Social Media Sites 

 

Whilst it is the responsibility of an individual to set privacy settings to protect 

unsolicited access to private information, and even though data may be 

deemed published and no longer under the control of the author, it is unwise 

to regard it as “open source” or publicly available; the author has a reasonable 

expectation of privacy if access controls are applied. In some cases, data may 

be deemed private communication still in transmission (instant messages for 

example). 

 

Depending on the nature of the online platform, there may be a reduced 

expectation of privacy where information relating to a person or group of 

people is made openly available within the public domain i.e. where privacy 

setting are available, but not applied, however in some circumstances privacy 

implications still apply. This is because the intention when making such 

information available was not for it to be used for a covert purpose such as 

investigative activity, regardless of whether a user of a website or social media 

platform has sought to protect such information by restricting its access by 

activating privacy settings.Where privacy settings are available but not applied 

the data may be considered open source and an authorisation is not usually 

required. Repeat viewing of ‘open source’ sites, however, may constitute 

directed surveillance on a case by case basis and this should be borne in mind 

e.g. if someone is being monitored through their Facebook profile for a period 

of time and a record of the information is kept for later analysis, this is likely 

to require a RIPA authorisation for directed surveillance. 

 

To avoid the potential for inadvertent or inappropriate use of social network 

sites in investigative and enforcement roles, Council Officers should be 

mindful of any relevant guidance and the Council’s separate policy regarding 

the use of Social Networking Sites and Conduct of Investigations. 

 

The Home Office Revised Code of Practice on Covert Surveillance and 

Property Interference, published in August 2018, provides the following 

guidance in relation to online covert activity:  

 

‘The growth of the internet, and the extent of the information that is now available 

online, presents new opportunities for public authorities to view or gather 

information which may assist them in preventing or detecting crime or carrying 

out other statutory functions, as well as in understanding and engaging with the 

public they serve. It is important that public authorities are able to make full and 

lawful use of this information for their statutory purposes. Much of it can be 

accessed without the need for RIPA authorisation; use of the internet prior to an 
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investigation should not normally engage privacy considerations. But if the study 

of an individual’s online presence becomes persistent, or where material obtained 

from any check is to be extracted and recorded and may engage privacy 

considerations, RIPA authorisations may need to be considered. The following 

guidance is intended to assist public authorities in identifying when such 

authorisations may be appropriate. 

 

The internet may be used for intelligence gathering and/or as a surveillance tool. 

Where online monitoring or investigation is conducted covertly for the purpose of 

a specific investigation or operation and is likely to result in the obtaining of 

private information about a person or group, an authorisation for directed 

surveillance should be considered, as set out elsewhere in this code. Where a 

person acting on behalf of a public authority is intending to engage with others 

online without disclosing his or her identity, a CHIS authorisation may be needed 

(paragraphs 4.10 to 4.16 of the Covert Human Intelligence Sources code of practice 

provide detail on where a CHIS authorisation may be available for online activity). 

 

In deciding whether online surveillance should be regarded as covert, 

consideration should be given to the likelihood of the subject(s) knowing that the 

surveillance is or may be taking place. Use of the internet itself may be considered 

as adopting a surveillance technique calculated to ensure that the subject is 

unaware of it, even if no further steps are taken to conceal the activity. Conversely, 

where a public authority has taken reasonable steps to inform the public or 

particular individuals that the surveillance is or may be taking place, the activity 

may be regarded as overt and a directed surveillance authorisation will not 

normally be available.  

 

As set out below, depending on the nature of the online platform, there may be a 

reduced expectation of privacy where information relating to a person or group of 

people is made openly available within the public domain, however in some 

circumstances privacy implications still apply. This is because the intention when 

making such information available was not for it to be used for a covert purpose 

such as investigative activity. This is regardless of whether a user of a website or 

social media platform has sought to protect such information by restricting its 

access by activating privacy settings. 

 

Where information about an individual is placed on a publicly accessible 

database, for example the telephone directory or Companies House, which is 

commonly used and known to be accessible to all, they are unlikely to have any 

reasonable expectation of privacy over the monitoring by public authorities of that 

information. Individuals who post information on social media networks and other 

websites whose purpose is to communicate messages to a wide audience are also 
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less likely to hold a reasonable expectation of privacy in relation to that 

information. 

 

Whether a public authority interferes with a person’s private life includes a 

consideration of the nature of the public authority’s activity in relation to that 

information. Simple reconnaissance of such sites (i.e. preliminary examination 

with a view to establishing whether the site or its contents are of interest) is 

unlikely to interfere with a person’s reasonably held expectation of privacy and 

therefore is not likely to require a directed surveillance authorisation. But where a 

public authority is systematically collecting and recording information about a 

particular person or group, a directed surveillance authorisation should be 

considered. These considerations apply regardless of when the information was 

shared online.’ 

 

14. Scrutiny of investigatory bodies 

 

The Investigatory Powers Commissioner’s Office independently scrutinises the 

use of RIPA powers by the investigatory bodies that are subject to it. 

 

The Commissioners will inspect Councils to ensure compliance with RIPA and 

can audit/review the Council’s policies and procedures, and individual 

authorisations. Further detail can be found at https://www.ipco.org.uk/  

 

15. Elected Members 

 

The elected members of the Council will review the council’s use of RIPA and 

the authority’s policy and guidance documents at least once a year. They will 

also be kept informed on a quarterly basis to ensure that it is being used 

consistently with the council’s policy and that the policy remains fit for 

purpose. Members will not, however, be involved in making decisions on 

specific authorisations. 
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DIRECTED SURVEILLANCE 

 

Regulation of Investigatory Powers Act 2000 

 

Do you need Authorisation? 
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List of Authorised and Responsible Officers 

RIPA Authorising Officers Chief Executive, 

Deputy Chief Executive, 

Head of Operations, 

Head of Housing and Health 

Head of Planning 

 

Authorising operations 

where confidential 

information may be 

obtained 

Chief Executive only 

CHIS Authorising Officer Chief Executive only 
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Please note: 

• Where use of a CHIS is authorised, the head of the directorate carrying 

out the activity shall usually act as the CHIS Handler, with the CHIS 

Controller role being allocated by the Chief Executive. 

• Authorising Officers must be “an assistant chief officer or investigations 

manager” or above. 

• The Authorising Officers should not be directly involved in the 

investigation. 

 

 

 

 

 

 

 Application Forms 

Directed Surveillance 

 

Application 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/application-directed-surveillanc?view=Binary  

 

Review 

CHIS Controller/Handler Head of Operations 

Head of Housing and Health 

Head of Planning 

 

Senior Responsible Officer 

 

Head of Legal and Democratic Services 
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http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/review-directed-surveillance?view=Binary  

 

Renewal 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/renewal-directed-surveillance?view=Binary  

 

Cancellation 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/cancellation-directed-surveillan?view=Binary  

 

Judicial Approval 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/local-

authority-ripa-guidance/approval-order-form?view=Binary  

 

 

 

 

  

Application Forms 

Covert Human Intelligence Sources (CHIS) 

 

Application 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

application?view=Binary  

 

APPENDIX C ii 

Page 57

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/review-directed-surveillance?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/review-directed-surveillance?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/renewal-directed-surveillance?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/renewal-directed-surveillance?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/cancellation-directed-surveillan?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/cancellation-directed-surveillan?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/local-authority-ripa-guidance/approval-order-form?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/local-authority-ripa-guidance/approval-order-form?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-application?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-application?view=Binary


35 
 

Review 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

review?view=Binary  

 

Renewal 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

renewal?view=Binary  

 

Cancellation 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

cancellation?view=Binary 

 

 

 

 

 

 

 

 

Application Form for Communications Data 

See Home Office website: 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/communications-data1.doc?view=Binary  
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Codes of Practice and Government Guidance 

All current Government Codes of Practice are available on the Gov.uk 

website: 

https://www.gov.uk/government/collections/ripa-codes#current-codes-of-

practice  

 

 

APPENDIX D 

Page 59

https://www.gov.uk/government/collections/ripa-codes#current-codes-of-practice
https://www.gov.uk/government/collections/ripa-codes#current-codes-of-practice


37 
 

Protection of Freedom Act 2012 – Changes to provisions under the 

Regulation of Investigatory Powers Act 2000 (RIPA) 

See Home Office website: 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/local-

authority-ripa-guidance/local-authority-england-wales?view=Binary  

 

 

Acquisition and Disclosure of Communications Data Code of Practice 

See Home Office website: 

 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/at

tachment_data/file/757850/Communications_Data_Code_of_Practice.pdf   

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/code-

of-practice-acquisition?view=Binary  
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1. Introduction 

 

1.1  Summary 

 

The Regulation of Investigatory Powers Act 2000 (“RIPA”) came into force 

on 25 September 2000 and sought to regulate covert investigation 

practices undertaken by a number of bodies, including local authorities. 

 

This Policy is the framework on which East Herts Council (“the Council”) 

applies the provisions of RIPA as it relates to covert surveillance. It must 

be read in conjunction with the statutory codes of practice issued by the 

Secretary of State and any additional guidance provided by the 

Investigatory Powers Commissioner’s Office (the “IPCO”) (formerly the 

Office of Surveillance Commissioners – OSC) and individual Services to 

deal with the specific issues of their service. 

 

1.2  Background 

 

The Human Rights Act 1998 requires the Council to have respect for the 

private and family life of citizens. However in rare cases, it may be lawful, 

necessary and proportionate for the Council to act covertly in ways that 

may interfere with an individual’s rights. 

 

The rights conferred by Article 8 of the Human Rights Act are not 

absolute rights, but qualified right, meaning that it is still possible for a 

public authority to interfere with those rights provided the following 

criteria are satisfied; 

 

(a) It is done in accordance with the law 

(b) It is necessary (as defined in this document); and 

(c) It is proportionate (as defined in this document). 

 

RIPA provides a statutory mechanism for authorising certain types of 

surveillance. It seeks to ensure that any interference with an individual’s 

right under Article 8 is necessary and proportionate. In doing so, RIPA 

seeks to ensure both the public interest and the human rights of 

individuals are suitably balanced. 

 

It is possible that unauthorised surveillance will be a breach of a person’s 

right to privacy under Article 8. Even if surveillance without due 

authorisation in a particular instance is not illegal, if authorisation is not 
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obtained, the surveillance carried out will not have the protection that 

RIPA affords. 

 

If the correct procedures are not followed; 

 

• evidence may be disallowed by the courts, 

• a complaint of maladministration could be made to the 

Ombudsman, and/or 

• the Council could be ordered to pay compensation 

 

It is therefore essential that this document, along with any further 

guidance that may be issued from time to time by the Head of Legal and 

Democratic Services, always be complied with. 

 

1.3 Policy Review 

 

RIPA and this document are essential for the effective, efficient and legal 

operation of the Council’s covert surveillance activity. This document will, 

therefore be kept under annual review by the Head of Legal and 

Democratic Services. 

 

Authorising Officers, as defined below, must bring any suggestions for 

the continuous improvement of this document to the attention of the 

Head of Legal and Democratic Services, at the earliest possible 

opportunity. 

 

1.4  Scope 

 

RIPA does not; 

 

• Make unlawful anything that is otherwise lawful 

• Impose any new statutory duties, or 

• Prejudice or disapply any existing powers available to the Council to 

obtain information by any means not involving conduct that is 

governed by RIPA. (For example it does not affect the Council’s 

current powers to obtain information from the DVLA or the Land 

Registry). 

 

If RIPA procedures are followed correctly the conduct of an investigation 

will be deemed lawful for all purposes (section 27 RIPA). This protection 

extends to criminal and civil proceedings, Employment Tribunal hearings 

and a complaint to either the Local Government Ombudsman or the 
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Investigatory Powers Tribunal. It therefore provides protection both for 

the Council and any officer who may have been involved in an 

investigation. 

 

It should also be noted that the requirements of RIPA, and this policy, 

extends to external agencies working on behalf of the Council. Where 

such agencies are carrying out the Authority’s statutory functions, the 

Authority remains liable for compliance with its duties. It is essential that 

all external agencies comply with the regulations, as they are 

contractually obliged to do so. 

 

RIPA provides a means of authorising certain acts of covert surveillance 

for a variety of purposes. To fully understand the effects of RIPA, it is 

essential to understand the various types of activity that are covered, 

and those that are not permitted, and the purposes that will justify 

surveillance. 

 

The provisions of RIPA that apply to Local Authorities provide a 

regulatory framework that permits; 

 

• The use of Directed Surveillance 

• The Use of Covert Human Intelligence Sources 

• The Acquisition and Disclosure of Communications Data 

 

2. Definition of Surveillance 

 

“Surveillance” includes: 

 

• Monitoring, observing, listening to persons, watching or following their 

movements, listening to their conversations or their other activities or 

communications; 

• Recording anything monitored, observed or listened to in the course of 

surveillance; and 

• Surveillance by, or with, the assistance of a surveillance device, which 

will include cameras, video, and listening or recording devices. 

 

Surveillance can be either overt or covert. 

 

2.1  Overt Surveillance 
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The overwhelming majority of surveillance undertaken by the Council 

will be done overtly, meaning there will be nothing secretive or hidden 

about the way it is conducted. In many cases officers will be going about 

Council business openly (e.g. a routine inspection by an Environmental 

Health Officer) or will have notified the subject of the investigation that 

they are likely to be under surveillance (e.g. where a noisemaker is 

warned (preferably in writing) that noise will be recorded if it continues.) 

 

Overt surveillance does not require any authorisation under RIPA. 

Neither does low-level surveillance consisting of general observations in 

the course of law enforcement (for example, an officer visiting a site to 

check whether a criminal offence had been committed). Repeated visits 

may amount to systematic surveillance however, and require 

authorisation: if in doubt, advice should be sought from the Head of 

Legal and Democratic Service or the Senior Responsible Officer 

 

Use of body worn cameras should also be overt. Badges should be worn 

by officers stating body cameras are in use and it should be announced 

verbally that recording is taking place. In addition, cameras should only 

be switched on when recording is necessary e.g. when issuing parking 

tickets. 

 

2.2 Covert Surveillance 

 

Covert surveillance is any surveillance that is carried out in a manner 

calculated to ensure that the persons subject to the surveillance are 

unaware that it is or may be taking place. 

 

It should be noted that if the same outcome can be achieved by overt 

means then those means need to be fully explored in the first instance. 

Covert surveillance must only be undertaken when there is no less 

invasive way of achieving the outcome. 

  

3. Directed and Intrusive Surveillance 

 

3.1 Directed Surveillance  

 

Directed surveillance is surveillance which is covert, but not intrusive, 

and undertaken: 

 

a) for the purposes of a specific investigation or specific operation; 
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b) in such a manner as is likely to result in the obtaining of private 

information about a person (whether or not one specifically 

identified for the purposes of the investigation or operation); and 

c) otherwise than by way of an immediate response to events or 

circumstances the nature of which is such that it would not be 

reasonably practicable for an authorisation under RIPA to be 

sought for the carrying out of the surveillance. 

 

3.2  Intrusive Surveillance 

 

Currently, local authorities are not authorised to carry out intrusive 

surveillance. 

 

Surveillance becomes intrusive if the covert surveillance: 

 

a) is carried out by means of a surveillance device in relation to 

anything taking place on any residential premises or in any 

private vehicle; or 

b) where a device placed outside consistently provides information 

of the same or equivalent quality and detail as might be expected 

if it were in the premises or vehicle, or 

c) is carried out in places ordinarily used for legal consultation, at a 

time when they are being used for such consultations 

 

Therefore directed surveillance turns into intrusive surveillance if it is 

carried out involving anything that occurs on residential premises or any 

private vehicle and involves the presence of someone on the premises or 

in the vehicle or is carried out by means of a surveillance device OR 

when directed surveillance is carried out in places ordinarily used for 

legal consultation, at a time when they are being used for such 

consultations. 

 

Residential premises are any part of premises occupied for residential 

purposes or living accommodation, including hotel rooms or prison cells. 

However, it does not include common areas in blocks of flats and similar 

premises. 

 

A private vehicle is a vehicle used primarily for private purposes by the 

owner or person entitled to use it. 

 

Commercial premises and vehicles are therefore excluded from intrusive 

surveillance. 
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Only the police or other law enforcement agencies are permitted to 

employ intrusive surveillance. Likewise, the council has no statutory 

powers to interfere with private property. 

 

4. Identifying directed surveillance 

 

You should ask yourself the following questions: 

 

4.1  Is the surveillance overt or covert? 

 

Refer to paragraphs 2.1 and 2.2 above. If your activities are not hidden 

from the subjects of your investigation, you are not within the RIPA 

framework at all. If the proposed surveillance is covert in nature, then 

refer to paragraph 4.2 below. 

 

4.2  Can the same outcome be achieved by overt means? 

 

Does the surveillance have to be covert? If not, then you should proceed 

with overt surveillance, including the use of signs and other notification 

techniques so that the subject of the surveillance is aware it is taking 

place. 

 

4.3  Is the surveillance for the purposes of a specific investigation or a 

specific operation? 

 

Although, the provisions of the Act do not normally cover the use of 

overt CCTV surveillance systems, since members of the public are aware 

that such systems are in use, there may be occasions when public 

authorities use overt CCTV systems for the purposes of a specific 

investigation or operation. For example, if the CCTV cameras are 

targeting a particular known offender. In such cases, authorisation for 

directed surveillance may be necessary. 

 

4.4  Is the surveillance likely to result in the obtaining of private 

information about a person? 

 

Private information is defined in RIPA section 26 (10) as including any 

information relating to a person’s private or family life. 
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The European Court of Human Rights has considered this definition and 

has found that private life is a broad term not susceptible to exhaustive 

definition. Aspects such as gender identification, name, sexual 

orientation and sexual life are important elements of the personal 

sphere protected by Article 8. 

 

The Article also protects a right to identity and personal development 

and includes an individual’s private or personal relationship with others. 

It includes an individual’s business and family relationships. Family life 

itself should be treated as extending beyond the formal relationships 

created by marriage. 

 

4.5  Is the surveillance otherwise than by way of an immediate response 

to events or circumstances where it is not reasonably practicable to 

get authorisation? 

 

Directed surveillance does not include covert surveillance carried out by 

way of an immediate response to events or circumstances which, by 

their very nature, could not have been foreseen. For example, an 

environmental crime officer would not require an authorisation to 

conceal themselves and observe a suspicious person which they came 

across in the course of a routine patrol. 

 

However, if as a result of that immediate response, you undertake a 

specific investigation you will need authorisation. 

 

5. Covert Human Intelligence Sources (CHIS) 

 

A person is a covert human intelligence source (“CHIS”) if; 

 

a) he establishes or maintains a personal or other relationship with a 

person for the covert purpose of facilitating the doing of anything 

falling within paragraph (b) or (c); 

b) he covertly uses such a relationship to obtain information or to provide 

access to any information to another person; or 

c) he covertly discloses information obtained by the use of such a 

relationship or as a consequence of the existence of such a 

relationship. 

 

A purpose is covert, in relation to the establishment or maintenance of a 

personal or other relationship if, and only if, the relationship is conducted in a 
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manner that is calculated to ensure that one of the parties to the relationship 

is unaware of the purpose. 

 

A relationship is used covertly, and information obtained is disclosed covertly 

if, and only if, it is used or disclosed in a manner that is calculated to ensure 

that one of the parties to the relationship is unaware of the use or disclosure 

in question. 

 

A member of the public who volunteers information to the Council is not a 

covert human intelligence source. 

 

Likewise, members of the public who report allegations of anti-social 

behaviour and are asked to keep a note of incidents will not normally be CHIS 

either as they are not usually required to establish or maintain a covert 

relationship. 

 

It should be noted, however, that if the information provided is recorded as 

potentially useful or actionable, there is potential duty of care to the individual 

and the onus is on the public authority to manage human sources properly. 

Authorising Officers should be alive to the possibility of ‘status drift’. 

Authorising Officers, when deciding whether to grant an authorisation, should 

take account of the difference between a volunteer of information already 

known to the individual and the relevance of the exploitation of a relationship 

for a covert purpose. 

 

5.1  Conduct and use 

 

The conduct or use of CHIS must be authorised in accordance with RIPA. 

 

Conduct of a CHIS. This is establishing or maintaining a personal or 

other relationship with a person for the covert purpose of (or is 

incidental to) obtaining or passing on information. 

 

Use of a CHIS. This includes inducing, asking or assisting a person to 

engage in the conduct of a source, or to obtain information by means of 

the conduct of such a source. 

 

The use of a juvenile CHIS may only be authorised for four months at a 

time1. 

 

 
1 Regulation of Investigatory Powers (Juveniles) (Amendment) Order 2018/715 
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5.2  Test Purchases 

 

Carrying out test purchases will not require the purchaser to establish a 

relationship with the supplier with the covert purpose of obtaining 

information and, therefore, the purchaser will not normally be a CHIS. 

For example, authorisation would not normally be required for test 

purchases carried out in the ordinary course of business (e.g. walking 

into a shop and purchasing a product over the counter). 

 

By contrast, developing a relationship with a person in the shop, to 

obtain information about the seller’s suppliers of an illegal product will 

require authorisation as a CHIS. Similarly, using mobile hidden recording 

devices or CCTV cameras to record what is going on in the shop, or an 

adult is observing a juvenile test purchase, this will require authorisation, 

as directed surveillance. In all cases, a prior risk assessment is essential 

in relation to any young person used for a test purchase. 

 

5.3  Security and Welfare 

 

Only the Chief Executive is able to authorise the use of vulnerable 

individuals and juvenile CHIS’s. The Authorising Officer shall have regard 

to the special safeguards and provisions that apply to vulnerable 

individuals and juvenile sources, more particularly set out in the Covert 

Human Intelligence Source Code of Practice which can be found here. 

 

The Authorising Officer shall ensure that arrangements are in place for 

the proper oversight and management of sources, including appointing 

individual officers for each source. The person responsible for the day-

to-day contact between the public authority and the source will usually 

be of a rank or position below that of the Authorising Officer. 

 

Officers using a source shall consider the safety and welfare of that 

source (even after cancellation of the authorisation), and the foreseeable 

consequences to others of the tasks they are asked to carry out. The 

Authorising Officer shall carry out a risk assessment before authorising 

the source. 

 

5.4 Criminal Conduct Authorisations 

 

The Covert Human Intelligence Sources (Criminal Conduct) Act 2021 

(CHIS(CC)A) received Royal Assent on 1 March 2021 and went live for the 

police on 15 September 2021. CHIS(CC)A amends the Regulation of 
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Investigatory Powers Act 2000 and provides an express power to 

authorise a CHIS to participate in conduct which would otherwise 

constitute a criminal offence. This power is known as a Criminal Conduct 

Authorisation (CCA). It is important to note that local authorities have not 

been given these powers and it is mentioned here for the avoidance of 

doubt.  

 

6. Communications Data 

 

Before considering submitting an application for the acquisition of 

communications data, all officers must first refer the matter to the Senior 

Responsible Officer.  

  

Communications Data (‘CD’) is the ‘who’, ‘when’ and ‘where’ of a 

communication, but not the ‘what’ (i.e. the content of what was said or 

written).  Local Authorities are not permitted to intercept the content of any 

person’s communications. 

 

Part 3 of the Investigatory Powers Act 2016 (IPA) replaced part 1 chapter 2 of 

RIPA in relation to the acquisition of communications data (CD) and puts local 

authorities on the same standing as the police and law enforcement agencies. 

Previously local authorities have been limited to obtaining subscriber details 

(known now as “entity” data) such as the registered user of a telephone 

number or email address. Under the IPA, local authorities can now also obtain 

details of in and out call data, and cell site location. This information identifies 

who a criminal suspect is in communication with and whereabouts the 

suspect was when they made or received a call, or the location from which 

they were using an Internet service. This additional data is defined as “events” 

data. 

  

A new threshold for which CD “events” data can be sought has been 

introduced under the IPA as “applicable crime”. Defined in section 86(2A) of 

the Act this means: 

• an offence for which an adult is capable of being sentenced to one year 

or more in prison, 

• any offence involving violence, resulting in substantial financial gain or 

involving conduct by a large group of persons in pursuit of a common 

goal, 

• any offence committed by a body corporate 

• any offence which involves the sending of a communication or a breach 

of privacy; or 
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• an offence which involves, as an integral part of it, the sending of a 

communication or breach of a person’s privacy. 

 

Further guidance can be found in paragraphs 3.3 to 3.13 of the 

Communications Data Code of Practice.  

 

The IPA has also removed the necessity for local authorities to seek the 

endorsement of a Justice of the Peace when seeking to acquire CD. All such 

applications must now be processed through National Anti-Fraud Network 

(NAFN) and will be considered for approval by the independent Office of 

Communication Data Authorisation (OCDA). The transfer of applications 

between local authorities, NAFN and OCDA is all conducted electronically and 

will therefore reduce what can be a protracted process of securing an 

appearance before a Magistrate or District Judge (see local authority 

procedures set out in paragraphs 8.1 to 8.7 of the Communications Data Code 

of Practice). 

 

7. RIPA Authorisation Procedure 

 

7.1  General 

 

Directed surveillance and the use of CHIS must be lawfully carried out in 

strict accordance with the terms of the relevant authorisation and 

Magistrates Court approval. 

 

The Council can only authorise directed surveillance to prevent and 

detect conduct which constitutes one or more criminal offences. The 

criminal offences must be punishable, whether on summary conviction 

or indictment, by a maximum term of at least 6 months imprisonment or 

be an offence under: 

 

a) S146 of the Licensing Act 2003 (sale of alcohol to children); 

b) S147 of the Licensing Act 2003 (allowing the sale of alcohol to 

children); 

c) S147A of the Licensing Act 2003 (persistently selling alcohol to 

children); and 

d) S7 of the Children and Young Persons Act 1933 (sale of tobacco 

etc. to persons under the age of 18)  

 

The Council will only very rarely make use of CHIS so the applicant officer 

should consult the Head of Legal and Democratic Services before making 

Page 74

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/757850/Communications_Data_Code_of_Practice.pdf


12 
 

an application for a CHIS authorisation in order to ensure that the 

current statutory requirements and best practice are being observed. 

 

Applications for authorisations and notices requesting communications 

data must be processed through the Council’s Home Office accredited 

single point of contact (“SPoC”). As the need to obtain such information 

will only very occasionally arise the applicant officer should contact the 

Head of Legal and Democratic Services before making an application in 

order to ensure that current statutory requirements and best practice 

are being observed. 

 

All applications for authorisation must be sought and granted before any 

surveillance activity takes place. The decision whether or not to authorise 

an application must not be taken with the benefit of hindsight. This 

should be borne in mind when submitting an application to the 

Magistrates’ Court. 

 

Once approved, the original authorisation and accompanying paperwork 

must be forwarded to the RIPA Co-Ordinator (Senior Solicitor – Corporate 

Legal Team) to allocate the application a Unique Reference Number 

(URN) and for key details to be entered onto the central register. 

 

7.2  Before Making the Application 

 

Before making an application for an authorisation, the requesting officer 

must; 

 

• read this policy document, 

• determine whether the activity that they are proposing to conduct 

involves directed surveillance or the use of a CHIS, 

• assess whether the activity will be in accordance with the law – is it 

governed by RIPA, 

• assess whether the activity is necessary and why, 

• assess whether the activity is proportionate. 

 

If the activity can be conducted overtly or if a less intrusive option is 

available and practical, then that option should be pursued rather than 

obtaining a RIPA authorisation. 

 

7.3 Special consideration in respect of confidential information 
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Particular attention is drawn to areas where the subject of surveillance 

may reasonably expect a high degree of privacy e.g. where confidential 

information is involved. 

 

Confidential information consists of personal information (such as 

medical records or spiritual counselling), confidential journalistic 

material, confidential discussions between Members of Parliament and 

their constituents, or matters subject to legal privilege. 

 

Legal privilege 

 

Generally, this applies to communications between an individual and 

his/her legal adviser in connection with the giving of legal advice in 

connection with or in contemplation of legal proceedings. Such 

information is unlikely ever to be admissible as evidence in criminal 

proceedings. 

 

If in doubt, the advice of the Head of Legal and Democratic Services 

should be sought in respect of any issues in this area. 

 

Confidential personal information 

 

This is oral or written information held in (express or implied) 

confidence, relating to the physical or mental health or spiritual 

counselling concerning an individual (alive or dead) who can be identified 

from it. Specific examples provided in the codes of practice are 

consultations between a health professional and a patient, discussions 

between a minister of religion and an individual relating to the latter’s 

spiritual welfare or matters of medical or journalistic confidentiality. 

 

Confidential journalistic material 

 

This is material acquired or created for the purposes of journalism and 

held subject to an undertaking to hold it in confidence. 

 

It should be noted that matters considered to be confidential under RIPA 

may not necessarily be properly regarded as confidential under section 

41 Freedom of Information Act 2000. 

 

Where such information is likely to be acquired, the surveillance may 

only be authorised by the Chief Executive or, in his absence, the person 

acting as the Head of Paid Service. 
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7.4 Who can give Authorisations? 

 

Authorisations may only be given by the Authorising Officers listed in 

Appendix B. Only the Chief Executive can authorise the use of a CHIS, or 

the acquisition of confidential information (see paragraph 7.3 above). 

 

Applications for the acquisition of Communications data can only be 

issued by a Home Office accredited single point of contact (“SPoC”) (see 

paragraph 7.8 below) 

 

It will be the responsibility of Authorising Officers who have been duly 

certified to ensure their relevant members of staff are also suitably 

trained as ‘applicants’ so as to avoid common mistakes appearing on 

forms for RIPA authorisations. 

 

Training will be given, or approved by the Head of Legal and Democratic 

Services before Authorising Officers are certified to sign any RIPA forms. 

A central register of all those individuals who have undergone training or 

a one-to-one meeting with the Head of Legal and Democratic Services, 

on such matters, will be kept by the Head of Legal and Democratic 

Services. 

 

Authorising officers should not normally be responsible for authorising 

operations in which they are directly involved, although it is recognised 

that this may sometimes be unavoidable. Where an Authorising Officer 

authorises such an investigation or operation the central register will 

highlight this and the Commissioner or inspector will be notified of this 

during his or her next inspection 

 

Authorising Officers will also ensure that staff who report to them follow 

this guidance document and do not undertake or carry out any form of 

surveillance without first obtaining the relevant authorisations in 

compliance with this document. 

 

Authorising Officers must also ensure that, when sending copies of 

authorisations and associated documentation to the Head of Legal and 

Democratic Services, that these are sent in sealed envelopes and marked 

‘Strictly Private and Confidential’. 

 

Any equipment to be used in any approved surveillance must be 

properly controlled, recorded and maintained for audit purposes. 
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7.5 Grounds for Authorisation 

 

An Authorising Officer has a number of obligations within the provisions 

of the Act, which must be met before carrying out any form of 

surveillance. 

 

An Authorising Officer shall not grant an authorisation for the carrying 

out of directed surveillance or for the use of a CHIS or for the obtaining 

or disclosing of communications data unless they have given personal 

consideration to the facts and believes: 

 

a) that an authorisation is necessary, and 

b) the authorised investigation is proportionate to what is sought to 

be achieved by carrying it out 

 

For local authority investigations, authorisation is deemed “necessary” in 

the circumstances of the particular case if it is for the purpose of 

preventing and detecting crime or of preventing disorder. 

 

Authorisation cannot be sought, and authority must not be given unless 

you are satisfied that the surveillance is “proportionate.” You have to 

make sure that any interference with privacy is justified by the end being 

sought. Unless the benefit to be obtained from surveillance is significant, 

and unless the problem you are seeking to tackle is serious, the use of 

surveillance is unlikely to be proportionate. 

 

The conduct must also be the least invasive method of achieving the end 

and the risk of intrusion into the privacy of persons other than those 

who are directly the subjects of the investigation must be assessed and 

taken into account (see Collateral Intrusion below). 

 

Consideration must be given to the seriousness of the offence under 

consideration. Authorisation for directed surveillance can only be 

granted if the purpose of the surveillance is the prevention or detection 

of crime(s) punishable by 6 months imprisonment or more, or relates to 

the sale or alcohol or tobacco to underage persons. Covert surveillance 

relating to dog fouling and other minor offences will not be deemed a 

proportionate activity. 

 

Careful consideration needs to be made by authorising officers of all of 

these points. Such consideration needs to be demonstrated on the 
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authorisation form in the relevant parts. Authorising Officers must 

exercise their minds every time they are asked to sign a form. They must 

never sign or rubber stamp the form without thinking about their 

personal and the Council’s responsibilities. 

 

Any boxes not needed on the form/s must be clearly marked as being 

‘not applicable’ or a line put through the same. Great care must also be 

taken to ensure accurate information is used and inserted in the correct 

boxes. Reasons for any refusal of an application must also be kept on the 

form and retained for future audits. 

 

7.6  Collateral Intrusion 

 

Before authorising an investigation, the Authorising Officer shall also 

take into account the risk of intrusion into the privacy of persons other 

than those who are directly the subjects of the investigation or 

operation; known as collateral intrusion. The investigating officer shall 

take measures, wherever practicable, to avoid or minimise unnecessary 

intrusion into the lives of those not directly connected with the 

investigation or operation. 

 

An application for an authorisation shall include an assessment of the 

risk of any collateral intrusion. The Authorising Officer shall take this into 

account, when considering the proportionality of the surveillance. 

 

Where an operation unexpectedly interferes with the privacy of 

individuals who were not the subject of surveillance or covered by the 

authorisation in some other way, the investigating officer should inform 

the Authorising Officer. 

 

7.7 Judicial Approval 

 

The Council is only able to grant an authorisation or renewal to conduct 

covert surveillance. No authorisations, nor any surveillance granted 

under them, will take effect until judicial approval has been sought and 

granted by a Magistrates’ Court. 

 

Once the authorising officer has authorised the directed surveillance or 

CHIS, the investigating officer who completed the application form 

should contact the Magistrates’ Court to arrange a hearing for the 

authorisation to be approved by a Justice of the Peace. 

 

Page 79



17 
 

The investigating officer will provide the Justice of the Peace with a copy 

of the original authorisation and the supporting documents setting out 

the case. This forms the basis of the application to the Justice of the 

Peace and should contain all information that is relied upon. 

 

In addition the investigating officer will provide the Justice of the Peace 

with a partially completed judicial application/order form. 

 

The hearing will be in private and the investigating officer will be sworn 

in and present evidence as required by the Justice of the Peace. Any such 

evidence should be limited to the information in the authorisation. 

 

The Justice of the Peace will consider whether he/she is satisfied that at 

the time the authorisation was granted or renewed, there were 

reasonable grounds for believing that the authorisation was necessary 

and proportionate. 

 

The Justice of the Peace will also consider whether there continues to be 

reasonable grounds. 

 

The Justice of the Peace must also be satisfied that the person who 

granted the authorisation was an appropriate designated person and the 

authorisation was made in accordance with any applicable legal 

restrictions, for example, the crime threshold for directed surveillance 

has been met. 

 

The Justice of the Peace will record his/her decision on the order section 

of the judicial application/order form. 

A copy of the RIPA form and judicial application/order form will be 

retained by the Court. 

 

If the authorisation is approved the council may commence the activity. 

If the Justice of the Peace refuses to approve the authorisation the 

council may not commence the activity although, if the reason for refusal 

is a technical error, the council may address this and reapply without 

going through the internal authorisation process again. 

 

The Justice of the Peace may refuse to approve the authorisation, and 

quash it. The exercise of this power should not take place until the 

applicant has at least two business days from the date of the refusal to 

make representations. 
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7.8 Authorisation for Communication Data 

 

The Act provides two different ways of authorising access to 

communications data; through an authorisation under Section 22(3) and 

by a provisional notice under Section 22(4). 

 

An authorisation would, following judicial approval, allow the authority to 

collect or retrieve the data itself. A provisional notice is given to a postal 

or telecommunications operator and requires that operator to collect or 

retrieve the data and provide it to the authority serving the notice. An 

Authorising Officer decides whether or not an authorisation should be 

granted, or a provisional notice given. 

 

An authorisation under Section 22(3) may be appropriate where: 

 

• the postal or telecommunications operator is not capable of 

collecting or retrieving the communications data; 

• it is believed the investigation may be prejudiced if the postal or 

telecommunications operator is asked to collect the data itself; 

• there is a prior agreement in place between the authority and the 

postal or telecommunications operator as to the appropriate 

mechanisms for the disclosure of data. 

 

Notices and, where appropriate, authorisations for communications data 

must be channelled through SPoC’s. The SPoC is able to advise 

authorising officers as to whether an authorisation or notice is 

appropriate. 

 

The Council use the services of the National Anti-Fraud Network (NAFN) 

for all Communications Data enquiries and as such NAFN performs the 

role of a SPoC through their qualified SPoC officers. All applicants must be 

registered with NAFN via the NAFN website at www.nafn.gov.uk 

 

Applications to obtain communications data should be made on the NAFN 

standard form available on the NAFN website and submitted in the first 

instance to the SPoC. If appropriate the SPoC will forward the application 

to a Council Authorising Officer for either the authorisation of conduct or 

the issuing of a notice. 

 

If satisfied that the proposed investigation is both necessary and 

proportionate, the Authorising Officer will return the authorisation or 

notice to the SPoC who will then liaise with the applicant and the 
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postal/telecommunications company, after the appropriate Judicial 

Approval has been obtained. The disclosure of data under a notice will 

only be made to the Authorising Officer. 

 

Communications data, and all copies, extracts and summaries of it must 

be handled and stored securely. The requirements of the Data Protection 

Act 2018 and the principles of the Criminal Procedure and Investigations 

Act 1996 must be strictly followed. 

 

8. Activities by other public authorities 

 

The investigating officer shall make enquiries of other public authorities e.g. 

the police whether they are carrying out similar activities if he considers that 

there is such a possibility in order to ensure that there is no conflict between 

the activities of this Council and those other public authorities. 

 

9. Joint Investigations 

 

When some other agency has been instructed on behalf of the Council to 

undertake any action under RIPA, this document and the forms in it must be 

used (as per normal procedure) and the agency advised or kept informed, as 

necessary, of the various requirements. They must be made aware explicitly 

what they are authorised to do. 

 

When some other agency (e.g. police, Customs & Excise, Inland Revenue etc.): 

 

a) wishes to use the Council’s resources (e.g. CCTV), that agency must use 

its own RIPA procedures and, before any officer agrees to allow the 

Council’s resources to be used for the other agency’s purposes, they 

must obtain a copy of that agency’s RIPA form for the record and/or 

relevant extracts from the same which are sufficient for the purposes 

of protecting the Council and the use of its resources 

b) wishes to use the Council’s premises for their own RIPA action, the 

officer should, normally, co-operate with the same, unless there are 

security or other good operational or managerial reasons as to why 

the Council’s premises should not be used for the agency’s activities. 

In such cases, the Council’s own RIPA forms should not be used as the 

Council is only assisting and not being involved in the RIPA activity of 

the external agency being involved in the RIPA activity of the external 

agency. 
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In terms of (a), if the police or other agency wish to use the Council’s 

resources for general surveillance, as opposed to specific RIPA authorisations, 

an appropriate letter requesting the proposed use, remit, duration, details of 

who will be undertaking the general surveillance and the purpose of it must 

be obtained from the police or other agency before any Council resources are 

made available for the proposed use. 

 

10. Duration, reviews, renewals and cancellation of authorisations 

 

10.1 Duration 

 

Authorisations must be reviewed in the time stated and cancelled once 

no longer needed. 

 

Authorisations last for: 

 

a) 12 months from the date of the judicial approval for the conduct 

or use of a source 

b) three months from the date of judicial approval for directed 

surveillance 

 

However, whether the surveillance is carried out/conducted or not in the 

relevant period, does not mean that the authorisation is spent. 

Authorisations do not expire, they have to be reviewed, or cancelled if no 

longer required. 

 

10.2 Reviews 

 

The Authorising Officer shall undertake regular reviews of authorisations 

to assess the need for the surveillance to continue. The results of a 

review should be recorded on the central record of authorisations. 

 

Where the surveillance provides access to confidential information or 

involves collateral intrusion the officer should conduct frequent reviews. 

 

10.3 Renewals 

 

If at any time before an authorisation ceases to have effect, it is 

necessary for the authorisation to continue for the purpose for which it 

was given, it may be renewed in writing for a further period of 3 calendar 

months, beginning with the day when the original authorisation would 
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have expired. Magistrates Court approval is required before a renewal 

takes effect. 

 

Authorisations may be renewed more than once, provided they continue 

to meet the criteria for authorisation and are approved by the 

Magistrates’ Court. The renewal should be kept/recorded as part of the 

central record of authorisations. 

 

The Authorising Officer must consider the matter afresh, including taking 

into account the benefits of the surveillance to date and any collateral 

intrusion that has occurred. 

 

Authorisations can be renewed in writing shortly before the maximum 

period has expired. The renewal will begin on the day when the 

authorisation would have expired, provided the necessary judicial 

approval has been obtained. 

 

An authorisation cannot be renewed after it has expired. 

 

A further requirement in relation to renewal of a CHIS is that judicial 

approval will only be granted if the Magistrates are satisfied that a review 

has been carried out, which considers: 

 

• the use made of the source in the period since authorisation was 

granted (or the last renewal); and 

• the tasks given to the source during that period, and the 

information obtained from the conduct or use of the source 

 

For the purposes of making an Order, the Magistrates have considered 

the results of that review. 

 

10.4 Cancellations 

 

The Authorising Officer must cancel an authorisation if they become 

satisfied that the surveillance is no longer required or appropriate. 

 

Authorisations should not be allowed simply to lapse. The duty to cancel 

a notice falls on the Authorising Officer who issued it. 

 

The Authorising Officer must then cancel the Application without delay. 

When cancelling the authorisation the Authorising Officer is required to 

consider whether the surveillance was effective, necessary and met its 
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objectives. Cancellations must be made using the cancellation form and 

should briefly detail what product(s) resulted from the surveillance. 

 

When cancelling an authorisation, the Authorising Officer must ascertain 

what recorded material has been obtained by the use of directed 

surveillance. The Authorising Officer should comment on the recorded 

material and how it is to be managed or used thereafter. If the matter is 

not proceeding to a prosecution, the Authorising Officer must be 

satisfied that any recorded material has been securely destroyed. 

 

In the case of a notice issued in respect of communications data, the 

relevant postal or telecommunications operator will be informed of the 

cancellation. 

 

11. Record Management 

 

11.1 Central record of all Authorisations 

 

The Head of Legal and Democratic Services shall hold and monitor a 

centrally retrievable record of all judicially approved authorisations. The 

Authorising Officer must notify and forward a copy of any provisional 

notice or authorisation granted, renewed or cancelled and any judicial 

approval received or refused within 1 week of the event to the Head of 

Legal and Democratic Services to ensure that the records are regularly 

updated. 

 

The record will be made available to the relevant Commissioner or an 

Inspector from the Investigatory Powers Commissioner’s Office. These 

records will be retained for a period of 5 years from the ending of the 

authorisation. A record will be kept of the dates on which the 

authorisation notice is started and cancelled. 

 

The Head of Legal and Democratic Services will monitor the submission 

of judicially approved authorisations and notices and give appropriate 

guidance, from time to time, or amend any provisional or draft 

document as necessary. The records submitted to the Head of Legal and 

Democratic Services, shall contain the following information: 

 

a) the type of authorisation or notice 

b)  the date the authorisation or notice was given; 

c) name and rank/grade of the authorising officer; 

d) the date judicial approval was received or refused; 
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e) the unique reference number (URN) of the investigation or 

operation; 

f) the title of the investigation or operation, including a brief 

description and names of subjects, if known; 

g) if the authorisation or notice is renewed, when it was renewed and 

who authorised the renewal, including the name and rank/grade 

of the authorising officer and the date of judicial approval; 

h) whether the investigation or operation is likely to result in 

obtaining confidential information; 

i) the date the authorisation or notice was cancelled. 

 

11.2 Records maintained in the Department 

 

The Authorising Officer shall maintain the following documentation, 

which need not form part of the centrally retrievable record: 

 

a) a copy of the application and authorisation or notice together 

with a copy of any order of judicial approval or refusal, as well as 

any supplementary documentation and notification of the 

approval given by the Authorising Officer; 

b) a record of the period over which the surveillance has taken 

place; 

c) the frequency of reviews prescribed by the Authorising Officer; 

d) a record of the result of each review of the authorisation or 

notice; 

e) a copy of any renewal of an authorisation or notice, together with 

judicial approval or refusal and the supporting documentation 

submitted when the renewal was requested; 

f) the date and time when any instruction was given by the 

Authorising Officer, 

g) the unique reference number for the authorisation (URN) 

 

Each form must have a URN. The Authorising Officers will issue the 

relevant URN to applicants. The cross-referencing of each URN takes 

place within the form for audit purposes. Rejected forms will also have 

URN’s. 

 

11.3 Records relating to a CHIS 

 

Proper records must be kept of the authorisation and use of a CHIS. An 

Authorising Officer must not agree an authorisation for the use or 

conduct of a CHIS unless he believes that there are arrangements in 
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place for ensuring that there is at all times a person with the 

responsibility for maintaining a record of the use made of the CHIS. 

 

The records shall contain the following information: 

 

a) the identity of the source; 

b) the identity, where known, used by the source; 

c) any relevant investigating authority other than the Council; 

d) the means by which the source is referred to within each relevant 

investigating authority; 

e) any other significant information connected with the security and 

welfare of the source; 

f) any confirmation made by a person granting or renewing an 

authorisation for the conduct or use of a source that the 

information in paragraph (d) has been considered and that any 

identified risks to the security and welfare of the source have 

where appropriate been properly explained to and understood 

by the source; 

g) the date when, and the circumstances in which, the source was 

recruited; 

h) the identities of the persons who, in relation to the source; 

i. hold day-to-day responsibility for dealing with the source 

and for the source’s security and welfare 

ii. have a general oversight of the use made of the source (not 

to be the person identified in h) i. 

iii. have responsibility for maintaining a record of the use 

made of the source 

i) the periods during which those persons have discharged those 

responsibilities; 

j) the tasks given to the source and the demands made of him in 

relation to his activities as a source; 

k) all contacts or communications between the source and a person 

acting on behalf of any relevant investigating authority; 

l) the information obtained by the conduct or use of the source; 

m) any dissemination of information obtained in that way; and 

n) in the case of a source who is not an undercover operative, every 

payment, benefit or reward and every offer of a payment, benefit 

or reward that is made or provided by or on behalf of any 

relevant investigating authority in respect of the source's 

activities for the benefit of that or any other relevant 

investigating authority. 
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Records which reveal the name(s) of the CHIS should only be disclosed to 

persons to the extent that there is a need for access to them; if legally 

necessary; or if ordered by any Court. 

 

12. Retention and destruction 

 

Generally, all material (in whatever media) produced or obtained during the 

course of investigations subject to RIPA authorisation should be processed, 

stored and destroyed in accordance with the requirements of the Data 

Protection Act 2018, UK General Data Protection Regulation (UK GDPR), the 

Freedom of Information Act 2000 and any other legal requirements, including 

those of confidentiality and the Council’s policies and procedures regarding 

document retention. 

 

Material obtained from properly authorised surveillance or a CHIS may be 

used in other investigations. Arrangements shall be in place for the handling, 

storage and destruction of material obtained through the use of covert 

surveillance, a CHIS or the obtaining or disclosure of communications data. 

 

RIPA surveillance and CHIS records must be available for inspection by the 

Investigatory Powers Commissioner and retained for at least five years. 

Information obtained through covert surveillance or CHIS activity, and all 

copies, extracts and summaries which contain such material, should also be 

scheduled for deletion or destruction and securely destroyed as soon as they 

are no longer needed for the authorised purpose(s) set out in section 9.5 of 

the Covert Surveillance and Property Interference Code of Practice. 

 

If such information is retained, it should be reviewed at appropriate intervals 

in line with the relevant retention schedules to confirm that the justification 

for its retention is still valid. In this context, destroying material means taking 

such steps as might be necessary to make access to the data impossible. 

 

Authorising Officers must also ensure compliance with the appropriate data 

protection requirements and any relevant Corporate Procedures relating to 

the handling and storage of material and the authorising officer, (in 

consultation with the SRO, is responsible for the retention / destruction 

decisions in connection with covertly acquired material. 

 

13. Social Media Sites 
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Whilst it is the responsibility of an individual to set privacy settings to protect 

unsolicited access to private information, and even though data may be 

deemed published and no longer under the control of the author, it is unwise 

to regard it as “open source” or publicly available; the author has a reasonable 

expectation of privacy if access controls are applied. In some cases, data may 

be deemed private communication still in transmission (instant messages for 

example). 

 

Depending on the nature of the online platform, there may be a reduced 

expectation of privacy where information relating to a person or group of 

people is made openly available within the public domain i.e. where privacy 

setting are available, but not applied, however in some circumstances privacy 

implications still apply. This is because the intention when making such 

information available was not for it to be used for a covert purpose such as 

investigative activity, regardless of whether a user of a website or social media 

platform has sought to protect such information by restricting its access by 

activating privacy settings.. 

 

To avoid the potential for inadvertent or inappropriate use of social network 

sites in investigative and enforcement roles, Council Officers should be 

mindful of any relevant guidance and the Council’s separate policy regarding 

the use of Social Networking Sites and Conduct of Investigations. 

 

The Home Office Revised Code of Practice on Covert Surveillance and 

Property Interference, published in August 2018, provides the following 

guidance in relation to online covert activity:  

 

‘The growth of the internet, and the extent of the information that is now available 

online, presents new opportunities for public authorities to view or gather 

information which may assist them in preventing or detecting crime or carrying 

out other statutory functions, as well as in understanding and engaging with the 

public they serve. It is important that public authorities are able to make full and 

lawful use of this information for their statutory purposes. Much of it can be 

accessed without the need for RIPA authorisation; use of the internet prior to an 

investigation should not normally engage privacy considerations. But if the study 

of an individual’s online presence becomes persistent, or where material obtained 

from any check is to be extracted and recorded and may engage privacy 

considerations, RIPA authorisations may need to be considered. The following 

guidance is intended to assist public authorities in identifying when such 

authorisations may be appropriate. 
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The internet may be used for intelligence gathering and/or as a surveillance tool. 

Where online monitoring or investigation is conducted covertly for the purpose of 

a specific investigation or operation and is likely to result in the obtaining of 

private information about a person or group, an authorisation for directed 

surveillance should be considered, as set out elsewhere in this code. Where a 

person acting on behalf of a public authority is intending to engage with others 

online without disclosing his or her identity, a CHIS authorisation may be needed 

(paragraphs 4.10 to 4.16 of the Covert Human Intelligence Sources code of practice 

provide detail on where a CHIS authorisation may be available for online activity). 

 

In deciding whether online surveillance should be regarded as covert, 

consideration should be given to the likelihood of the subject(s) knowing that the 

surveillance is or may be taking place. Use of the internet itself may be considered 

as adopting a surveillance technique calculated to ensure that the subject is 

unaware of it, even if no further steps are taken to conceal the activity. Conversely, 

where a public authority has taken reasonable steps to inform the public or 

particular individuals that the surveillance is or may be taking place, the activity 

may be regarded as overt and a directed surveillance authorisation will not 

normally be available.  

 

As set out below, depending on the nature of the online platform, there may be a 

reduced expectation of privacy where information relating to a person or group of 

people is made openly available within the public domain, however in some 

circumstances privacy implications still apply. This is because the intention when 

making such information available was not for it to be used for a covert purpose 

such as investigative activity. This is regardless of whether a user of a website or 

social media platform has sought to protect such information by restricting its 

access by activating privacy settings. 

 

Where information about an individual is placed on a publicly accessible 

database, for example the telephone directory or Companies House, which is 

commonly used and known to be accessible to all, they are unlikely to have any 

reasonable expectation of privacy over the monitoring by public authorities of that 

information. Individuals who post information on social media networks and other 

websites whose purpose is to communicate messages to a wide audience are also 

less likely to hold a reasonable expectation of privacy in relation to that 

information. 

 

Whether a public authority interferes with a person’s private life includes a 

consideration of the nature of the public authority’s activity in relation to that 

information. Simple reconnaissance of such sites (i.e. preliminary examination 

with a view to establishing whether the site or its contents are of interest) is 
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unlikely to interfere with a person’s reasonably held expectation of privacy and 

therefore is not likely to require a directed surveillance authorisation. But where a 

public authority is systematically collecting and recording information about a 

particular person or group, a directed surveillance authorisation should be 

considered. These considerations apply regardless of when the information was 

shared online.’ 

 

14. Scrutiny of investigatory bodies 

 

The Investigatory Powers Commissioner’s Office independently scrutinises the 

use of RIPA powers by the investigatory bodies that are subject to it. 

 

The Commissioners will inspect Councils to ensure compliance with RIPA and 

can audit/review the Council’s policies and procedures, and individual 

authorisations. Further detail can be found at https://www.ipco.org.uk/  

 

15. Elected Members 

 

The elected members of the Council will review the council’s use of RIPA and 

the authority’s policy and guidance documents at least once a year. They will 

also be kept informed on a quarterly basis to ensure that it is being used 

consistently with the council’s policy and that the policy remains fit for 

purpose. Members will not, however, be involved in making decisions on 

specific authorisations. 
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DIRECTED SURVEILLANCE 

 

Regulation of Investigatory Powers Act 2000 

 

Do you need Authorisation? 
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List of Authorised and Responsible Officers 

 

Please note: 

• Where use of a CHIS is authorised, the head of the directorate carrying 

out the activity shall usually act as the CHIS Handler, with the CHIS 

Controller role being allocated by the Chief Executive. 

• Authorising Officers must be “an assistant chief officer or investigations 

manager” or above. 

• The Authorising Officers should not be directly involved in the 

investigation. 

 

 

 

 

 

 

RIPA Authorising Officers Chief Executive, 

Deputy Chief Executive, 

Head of Operations, 

Head of Housing and Health 

Head of Planning 

 

Authorising operations 

where confidential 

information may be 

obtained 

Chief Executive only 

CHIS Authorising Officer Chief Executive only 

 

CHIS Controller/Handler Head of Operations 

Head of Housing and Health 

Head of Planning 

 

Senior Responsible Officer 

 

Head of Legal and Democratic Services 

APPENDIX B 
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 Application Forms 

Directed Surveillance 

 

Application 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/application-directed-surveillanc?view=Binary  

 

Review 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/review-directed-surveillance?view=Binary  

 

Renewal 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/renewal-directed-surveillance?view=Binary  

 

Cancellation 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-

forms/cancellation-directed-surveillan?view=Binary  

 

Judicial Approval 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/local-

authority-ripa-guidance/approval-order-form?view=Binary  
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Application Forms 

Covert Human Intelligence Sources (CHIS) 

 

Application 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

application?view=Binary  

 

Review 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

review?view=Binary  

 

Renewal 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

renewal?view=Binary  

 

Cancellation 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-

cancellation?view=Binary 
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Codes of Practice and Government Guidance 

All current Government Codes of Practice are available on the Gov.uk 

website: 

https://www.gov.uk/government/collections/ripa-codes#current-codes-of-

practice  

 

 

Protection of Freedom Act 2012 – Changes to provisions under the 

Regulation of Investigatory Powers Act 2000 (RIPA) 

See Home Office website: 

http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/local-

authority-ripa-guidance/local-authority-england-wales?view=Binary  

 

 

Communications Data Code of Practice 

See Home Office website: 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/at

tachment_data/file/757850/Communications_Data_Code_of_Practice.pdf   

  

APPENDIX D 
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East Herts Council Report 

 

Executive  

Date of meeting: 13 June 2023 

Report by: Councillor Sarah Hopewell, Executive member for 

Wellbeing  

Report title: Hertford Theatre Pricing Strategy 

Ward(s) affected: ALL 

 

Summary  

The purpose of this report is to outline the pricing strategy for the new 

Hertford Theatre building.  

 

RECOMMENDATIONS FOR EXECUTIVE: 

a) To review the comments from the Audit and Governance 

committee  

b) To delegate authority to the Head of Operations in 

consultation with the portfolio for future changes to pricing 

in the context of inflation, market rates, full cost recovery 

principles. 

c) To delegate authority to the Theatre Director to negotiate 

and agree ticket pricing for productions and events, 

ensuring that these are in-line with the business plan. 

d) To delegate authority to the Head of Operations for 

agreeing Food and Beverage pricing ensuring these are in 

line with the business plan 
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1.0 Proposal(s) 

1.0 To introduce a new pricing strategy for the new Hertford 

Theatre building as described in this report.  

2.0 Background 

2.1 In 2018 Council approved a capital development scheme for 

the Hertford Theatre referred to as the Growth and legacy 

project. The project has seen a number of financial 

challenges with inflationary pressures resulting from Covid, 

Brexit and the war on Ukraine.  

2.2 The project is however now on track to complete in Spring 

2024 and in readiness for this a pricing strategy including 

proposed fees and charges have been compiled to allow 

bookings to commence prior to opening.  

2.4 The approach considers the Council’s fees and charges policy 

including full cost recovery.  

2.5   The strategy for determining costs used the following inputs: 

 Up to date capital investment figure for return on 
investment of £22.7m 

 Consideration of detailed VAT advice on hires and 
purchases to ensure charges have correct VAT 
treatment.   

 Consumer Price Index (CPI) uplift to reflect current 
prices  

 Up to date borrowing rate  
 Occupancy rates guided by 19/20 levels   

 
 
 
Spaces for hire 

2.6 A full pricing list for hire spaces can be found in Appendix A. 

A commercial rate and community rate have been included 

for the main auditorium and studio-theatre to ensure all 
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sectors of the population are able hire the facilities. 

Commercial hirers include private organisations including 

limited companies and businesses, self-employed 

individuals. Examples include dance companies. Community 

hirers include schools, charities, social enterprises, children’s 

parties, other local authorities and not-for-profit groups. For 

other spaces in the building there is a single rate only.  

2.7  In line with the 2019, business plan which has been adopted 

for the current revised business plan the community room 

hire rate is £30 per hour for the first year of operation.  

2.8 The percentage increase of the main theatre and studio 

reflects both inflation and the increase in capacity from 400 

to 550 in the main theatre and from 60 to 150 in the studio. 

This percentage increase is in line with the business plan. It is 

worth noting that this uplift in capacity affords any hirer(s) 

the opportunity to increase their overall revenue return by an 

equivalent percentage. For example, a sold-out main theatre 

show for a hirer on a £15 ticket potentially returns £8250 per 

performance against £6000 previously. Or in the studio; 

£2250 against £900 previously. 

Ticketing  

2.9  In terms of cinema ticketing, the price will include VAT. At 

opening it is expected that the price of a cinema ticket on 

average for an adult will be £7 plus VAT. It is important to note 

that depending on the film screened, where it is screened in 

the new building and the date and time of the screening this 

cost will fluctuate. 

2.10  A booking fee of £2.00 will be added to all ticketing 

transactions, this is in line with the business plan approval in 
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2019, this figure has been retained for the current business 

plan update. This fee will be reviewed annually.  

Food and Beverage  

2.11  At this stage of the opening plans it is too early to determine     

the detailed pricing of the food and beverage (F&B) offer 

however high-level pricing has been carried to determine 

that for the first year of opening F&B pricing will be between 

£3.50 - £10 plus VAT. 

2.12  It is proposed that the Head of Operations approves the 

detailed pricing for the food and beverage offer in 

consultation with the Theatre Director and requirements of 

the business plan.  

Events, Productions and Merchandise  

2.13  Each production that is curated to form part of the 

commercially focussed, culturally balanced, programme is 

made available to the theatre on a variety of terms: a 

guaranteed fee, a percentage box office split, or a 

combination thereof. This impacts on the potential price of 

the ticket which is negotiated with the producers or 

promoters to ensure parity with other venues and viability in 

relation to the business case. There are many moving parts 

to these deals, including terms on additional necessary 

technical staff, marketing, press, royalties, licenses, 

merchandise and other fees. Each event or production is 

negotiated individually to ensure best value for the theatre. 

There is no negotiation on cinema deals as these are 

delivered on set fees against percentage splits set by the film 

distributor. However, the face value of the ticket and any 

associated booking fees are set by the theatre itself. 
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Annual uplifts  

2.14  All costs will be adjusted annually in line with September CPI 

in the previous year. The business plan and pricing from April 

2024 onwards will be based on September 2022 pricing in 

order to progress bookings in advance of opening.  

Reporting  

2.15   As agreed at full Council in March 2022, a report on finances 

and performance of the Theatre will be provided to the Audit 

and Governance committee annually.  

3.0 Reason(s) 

3.1 Given the level of investment into the expanded offer and 

invest to save principles this was based on, the new pricing 

offer needs to recover the capital investment and contribute 

to the council’s Medium Term Financial Plan (MTFP). Prices 

lower than those stated will impact the council’s financial 

position and ability to re-pay the loan. This approach achieves 

what was set out in 2018, an investment that provides for the 

local community, contributes financially, and is protected as 

a non-statutory service by reducing its financial burden to the 

Council.  

4.0 Options 

4.1 Do nothing – NOT RECOMMENDED. Not charging to reflect the 

expanded offer means the council would operate the Theatre at 

a cost which will significantly impact the Medium Term Financial 

Plan. This goes against the original drivers for the project.  

5.0 Risks  

5.1 There is reputational risk associated with the introduction of any 

new charge which could possibly be amplified should users 
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compare prices to the old building. It is important to note that 

the offer is different and larger and therefore providing hirers 

the opportunity to expand their return also.  

6.0 Implications/Consultations 

6.1 A number of implications have been considered as part of this 

report. 

Community Safety 

N/A 

Data Protection 

N/A 

Equalities 

Yes – Appendix B 

Environmental Sustainability 

N/A  

Financial 

Yes – the approach fulfils the requirements of the fees and charges 

policy and contributions to the medium term financial plan. 

Health and Safety 

N/A 

Human Resources 

N/A 

Human Rights 

N/A 
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Legal 

Yes – contracts for hirers have been reviewed and updated as part of 

this process.  

Specific Wards 

No 

7.0 Background papers, appendices and other relevant 

material 

7.1 Appendix A – Spaces for hire charges HT  

7.2 Appendix B – Equalities Impact Assessment  

7.3 Appendix C – Summary of business plan  

 

Contact Member Cllr Sarah Hopewell 

    Sarah.Hopewell@eastherts.gov.uk  

 

Contact Officers Jess Khanom-Metaman, Head of Operations 

Contact Tel. No. ext 1693 

jess.khanom-metaman@eastherts.gov.uk 

Rhys Thomas, Theatre Director  

Contact Tel. No. 01992 531614 

Rhys.Thomas@hertfordtheatre.com 
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A B C D E F G H I

HIRE CHARGES BP TARGETS

2018-20 2024-26

BoE Inflation 2018+CPI Capacity Inc CPI+Capacity Inc Exc 20% VAT Exc 20% VAT

15.00% 12.50%

AUDITORIUM 

Capacity increase 400 to 550

Capacity increase 37%

1/3 chargeable capacity increase 12.5%

Mon-Fri per hour (4 hrs min)

9-1pm £69.00 £10.35 £79.35 £9.92 £89.27 £90.00 per hour £360.00

1-6pm £85.00 £12.75 £97.75 £12.22 £109.97 £110.00 per hour £550.00

6-11pm (Midnight 2018-20) £95.50 £14.33 £109.83 £13.73 £123.55 £124.00 per hour £620.00

£1,530.00

Sat, Sun and BH (4 hrs min)

9-1pm £85.00 £12.75 £97.75 £12.22 £109.97 £110.00 per hour £440.00

1-6pm £95.50 £14.33 £109.83 £13.73 £123.55 £124.00 per hour £620.00

6-11pm (Midnight 2018-20) £136.50 £20.48 £156.98 £19.62 £176.60 £177.00 per hour £885.00

£1,945.00

Full week (Monday-Sunday 9-11pm)

Community Rate £5,722.50 £858.38 £6,580.88 £822.61 £7,403.48 £7,400.00 per week

Commercial Rate £7,507.50 £1,126.13 £8,633.63 £1,079.20 £9,712.83 £9,700.00 per week

BUSINESS PLAN Month 1 Month 2 Average 

weekends £7,650 £7,650

weekdays £3,890 £3,890

Average Daily Price £1,649 £1,649

Full week non prof assuming once per month hire £1,057 £0

Full Week Prof assuming once per month hire £0 £1,386

Final Average Daily Price £1,501 £1,583 £1,542

NEW STUDIO THEATRE

Capacity increase 50 to 150

Capacity increase 200%

1/3 chargeable capacity increase 66% 66.00%

Mon-Fri per hour (4 hrs min)

9-1pm n/a £45.00 per hour £180.00

1-6pm n/a £55.00 per hour £275.00

6-11pm n/a £62.00 per hour £310.00

£765.00

Sat, Sun and BH (4 hrs min)

9-1pm n/a £55.00 per hour £220.00

1-6pm n/a £62.00 per hour £310.00

6-11pm n/a £89.00 per hour £445.00

£975.00

Full week (Monday-Sunday 9-11pm)

Commuity Rate £1,837.50 £275.63 £2,113.13 £1,394.66 £3,507.79 £3,500.00 per week

Comercial Rate £2,474.00 £371.10 £2,845.10 £1,877.77 £4,722.87 £4,700.00 per week

BUSINESS PLAN Month 1 Month 2 Average 

weekends £3,825 £3,825

weekdays £1,950 £1,950

Average Daily Price £825 £825

Full week non prof assuming once per month hire £500 £0

Full Week Prof assuming once per month hire £0 £671

Final Average Daily Price £744 £787 £765

COMMUNITY ROOM

No capacity change

Mon-Sun per hour (1hr min)

River Room (per hour) £26.00 £3.90 £29.90 £30.00 per hour

NEW DANCE STUDIO

Larger than Community Room

Mon-Sun per hour (1hr min)

River Room (per hour) £26.00 £3.90 £29.90 £35.00 per hour

NEW CINEMAS

Hired at £5 per seat full capacity 

Covers BP 40% capacity

Mon-Sun (At programmed times)

Screen 1 (capacity 81) £405.00 per screening

Screen 2 (capcity 65) £325.00 per screening

Screen 3 (capacity 54) £270.00 per screening
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J

Inc 20% VAT

£432.00

£660.00

£744.00

£1,836.00

£528.00

£744.00

£1,062.00

£2,334.00

£8,880.00

£11,640.00

£216.00

£330.00

£372.00

£918.00

£264.00

£372.00

£534.00

£1,170.00

£4,200.00

£5,640.00

Non-vatable

Non-vatable

£486.00

£390.00

£324.00
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EqIA updated as of  2018 
 

1 

Equality Impact Analysis Form 

 

1. Equality Impact Analysis (EqIA) Form 
 

 

Title of EqIA (policy/change it 

relates to) 
Ticketing and Pricing Strategy Date May 2023 

Team/Department Hertford Theatre/Operations 

Focus of EqIA 

 

What are the aims of the new 

initiative? 

Who implements it? 

Define the user group 

impacted? 

How will they be impacted? 

  

In 2018 Council approved a capital development scheme for the Hertford Theatre referred to as the 

Growth and legacy project. The project has seen a number of financial challenges with inflationary 

pressures resulting from Covid, Brexit and the war on Ukraine.  

The project is on track to complete in Spring 2024 and in readiness for this a pricing strategy 

including proposed fees and charges have been compiled to allow bookings to commence prior to 

opening.  

The approach considers the Council’s fees and charges policy including full cost recovery.  

The equalities impact assessment reviews the impact of these proposals upon key users and offers 

mitigations to ensure parity of access. The key users include but are not limited to: professional and 

non-professional hirers, promoters, producers, schools, associations and individuals. 

 

Users will be impacted in relation to increased fees and charges. 
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EqIA updated as of  2018 
 

2 

2. Review of information, equality analysis and potential actions  
Please fill in when appropriate to the change.  If it does not, please put N/A 

Protected 

characteristics  

groups from 

the Equality Act 

2010 

What do you know? 

Summary of data about your service-users 

and/or staff 

What do people tell 

you? 

Summary of service-

user and/or staff 

feedback 

What does this 

mean? 

Impacts (actual 

and potential, 

positive and 

negative. Clearly 

state each) 

What can you do? 

All potential actions 

to:  

 advance equality 

of opportunity,  

 eliminate 

discrimination, 

and  

 foster good 

relations 

Age 

We do not gather data relating to these 

characteristics locally for the Theatre. 

General East Herts population data has 

been included in the EIA. 

Under 20 

20-24 

25-29 

30-44  

45-59  

60-64 

65-74  

75-84  

85-89  

90 

Over 65’s represent a 

high proportion of our 

ticket holders. 

 

Young people under 

16’s participate in a 

number of hires 

(classes and 

workshops). This age 

group is a target area 

of growth for the 

business. 

Increased costs 

can potentially 

prohibit 

participation 

and ticket 

purchase. 

Keep ticket pricing 

as low as possible 

in line with 

Business Plan. 

Contractual clause 

enables a reduction 

in ticket price for 

Over 65’s and 

Under 16’s where 

agreed with the 

promoter. Ticket 

pricing for cinema 

will reflect strategic 

demand eg 

weekday twilight 

shows targeting 

under 16’s or 

Monday Matiness 
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EqIA updated as of  2018 
 

3 

Protected 

characteristics  

groups from 

the Equality Act 

2010 

What do you know? 

Summary of data about your service-users 

and/or staff 

What do people tell 

you? 

Summary of service-

user and/or staff 

feedback 

What does this 

mean? 

Impacts (actual 

and potential, 

positive and 

negative. Clearly 

state each) 

What can you do? 

All potential actions 

to:  

 advance equality 

of opportunity,  

 eliminate 

discrimination, 

and  

 foster good 

relations 

targeting Over 65’s 

will be at a reduced 

rate. Maintain 

competitive hire 

prices for 

community spaces. 

Disability 

We do not gather data relating to these 

characteristics locally. 

 

Census 2021 - 11,663 households in East 

Herts have one person in household with 

a long-term health problem or disability. 

 

 

A limited number of 

our users have visible 

and invisible 

disabilities. 

Increased costs 

can potentially 

prohibit 

participation 

and ticket 

purchase 

Keep ticket pricing 

as low as possible 

in line with 

Business Plan. 

Contractual clause 

enables a reduction 

in ticket price for 

wheelchair users 

and companions 

where agreed with 

the promoter. 

Maintain 

competitive hire 

prices for 
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EqIA updated as of  2018 
 

4 

Protected 

characteristics  

groups from 

the Equality Act 

2010 

What do you know? 

Summary of data about your service-users 

and/or staff 

What do people tell 

you? 

Summary of service-

user and/or staff 

feedback 

What does this 

mean? 

Impacts (actual 

and potential, 

positive and 

negative. Clearly 

state each) 

What can you do? 

All potential actions 

to:  

 advance equality 

of opportunity,  

 eliminate 

discrimination, 

and  

 foster good 

relations 

community spaces. 

Gender 

reassignment 

We do not gather data relating to these 

characteristics locally.  

A summary of data has not been 

identified 

 

n/a n/a n/a 

Pregnancy and 

maternity 

We do not gather data relating to these 

characteristics locally.  

 

A summary of data has not been 

identified 

A number of classes, 

films and shows are 

focussed on families. 

Increased costs 

can potentially 

prohibit 

participation 

and ticket 

purchase 

Keep ticket pricing 

as low as possible 

in line with 

Business Plan. 

Targeted shows 

and events for 

parents with babes 

in arms (eg Bring 

Your Own Baby) 

ensure baby goes 

free and targeted 

film screenings for 
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EqIA updated as of  2018 
 

5 

Protected 

characteristics  

groups from 

the Equality Act 

2010 

What do you know? 

Summary of data about your service-users 

and/or staff 

What do people tell 

you? 

Summary of service-

user and/or staff 

feedback 

What does this 

mean? 

Impacts (actual 

and potential, 

positive and 

negative. Clearly 

state each) 

What can you do? 

All potential actions 

to:  

 advance equality 

of opportunity,  

 eliminate 

discrimination, 

and  

 foster good 

relations 

parents with babes 

in arms (eg 

Screaming 

Screenings) ensure 

baby goes free 

alongside a 

reduced ticket 

price. Maintain 

competitive hire 

prices for 

community spaces. 

Race 

White 

English/Welsh/Scottish/Northern 

Irish/British 

Irish 

Gypsy or Irish Traveller 

Other White 

Mixed/multiple ethnic groups 

White and Black Caribbean 

White and Black African 

95.47% 

90.25% 

 

1.14% 

0.04% 

4.04% 

1.61% 

0.45% 

0.15% 

n/a n/a n/a 
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EqIA updated as of  2018 
 

6 

Protected 

characteristics  

groups from 

the Equality Act 

2010 

What do you know? 

Summary of data about your service-users 

and/or staff 

What do people tell 

you? 

Summary of service-

user and/or staff 

feedback 

What does this 

mean? 

Impacts (actual 

and potential, 

positive and 

negative. Clearly 

state each) 

What can you do? 

All potential actions 

to:  

 advance equality 

of opportunity,  

 eliminate 

discrimination, 

and  

 foster good 

relations 

White and Asian 

Other Mixed 

Asian/Asian British 

Indian 

Pakistani 

Bangladeshi 

Chinese 

Other Asian 

Black/African/Caribbean/Black 

British 

African 

Caribbean 

Other Black 

Other ethnic group 

Arab 

Any other ethnic group 

0.62% 

0.38% 

1.95% 

0.73% 

0.15% 

0.20% 

0.37% 

0.49% 

0.71% 

 

0.43% 

0.22% 

0.07% 

0.26% 

0.10% 

0.16% 

Religion or 

belief 

Christian 

Buddhist 

Hindu 

Jewish 

62.75% 

0.32% 

0.45% 

0.33% 

n/a n/a n/a 
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EqIA updated as of  2018 
 

7 

Protected 

characteristics  

groups from 

the Equality Act 

2010 

What do you know? 

Summary of data about your service-users 

and/or staff 

What do people tell 

you? 

Summary of service-

user and/or staff 

feedback 

What does this 

mean? 

Impacts (actual 

and potential, 

positive and 

negative. Clearly 

state each) 

What can you do? 

All potential actions 

to:  

 advance equality 

of opportunity,  

 eliminate 

discrimination, 

and  

 foster good 

relations 

Muslim 

Sikh 

Other religion 

No religion 

Religion not stated 

0.72% 

0.12% 

0.32% 

27.75% 

7.26% 

Sex/Gender 

We do not gather data relating to these 

characteristics locally.  

The district is 51% female and 49% male 

  

n/a n/a n/a 

Sexual 

orientation 

We do not gather data relating to these 

characteristics locally. 

 

An estimated 3.1% of the UK population 

aged 16 years and over identified as 

lesbian, gay or bisexual (LGB) in 2020 

n/a n/a n/a 

Marriage and 

civil 

partnership 

Single  

Married 

Civil partnership 

Separated Divorced  

Widowed 

30.5% 

52.3% 

0.2% 

2.3% 

8.6% 

n/a n/a n/a 
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EqIA updated as of  2018 
 

8 

Protected 

characteristics  

groups from 

the Equality Act 

2010 

What do you know? 

Summary of data about your service-users 

and/or staff 

What do people tell 

you? 

Summary of service-

user and/or staff 

feedback 

What does this 

mean? 

Impacts (actual 

and potential, 

positive and 

negative. Clearly 

state each) 

What can you do? 

All potential actions 

to:  

 advance equality 

of opportunity,  

 eliminate 

discrimination, 

and  

 foster good 

relations 

Assessment of overall impacts and any further recommendations 

Whilst the proposed pricing increases for hires do not generally impact on specific groups with protected characteristics, a 

pricing model for hires will be implemented that acknowledges the difference between professional/business and 

community/charity offering a preferential rate for those in the latter group.  

The ticket pricing for live events will be devolved, where agreed with promoter, to facilitate a range of seating price options for 

each show which reflects the new seating structure and layout in both the main auditorium and the studio theatre. (eg £10, 

£15, £20 to give an average seat price of £15 rather than all seats £15) 

 

3. List detailed data and/or community feedback which informed your EqIA (If applicable) 
 

Title (of data, research or 

engagement) 
Date  Gaps in data 

Actions to fill these gaps: who else 

do you need to engage with? 

(add these to the Action Plan below, 

with a timeframe) 

Business Plan and project 

consultation 

Business 

Plan 

updated 

April 2023. 

For the theatre and cinema it is not 

normal practice to gather 

demographic date of customers 

Community outreach work however 

will take place to understand how 

we can engage with marginalised 

groups. 
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EqIA updated as of  2018 
 

9 

On-going 

project 

consultation 

with key 

stakeholders 

and project 

team from 

Sept 2019 

onwards 
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EqIA updated as of  2018 
 

10 

4. Prioritised Action Plan (If applicable)  
 

Impact identified and 

group(s) affected 
Action planned Expected outcome Measure of success Timeframe  

NB: These actions must now be transferred to service or business plans and monitored to ensure they achieve the outcomes 

identified. 

Schools, teachers, pupils 

and their families 

Hertford Theatre are 

delivering The Listening 

Project in partnership 

with local schools, HRC, 

HLEP and currently 

funded by ROH Bridge, 

Arts Council England 

and Shared Prosperity 

Fund.  

A greater level of 

engagement with, and 

support for, our key 

local schools and 

education providers and 

the development of a 

long-term Learning and 

Well-being offer 

delivered out of the new 

building. An exemplar 

model of future 

engagement, applicable 

to other identified 

under-represented 

audience groups. 

The delivery of a funded 

programme of pilot 

projects in 

Spring/Summer 2024 

and the establishment 

of a charitable trust to 

deliver this part of the 

theatre’s output, 

securing longer-term 

funding (3 years from 

September 2025 ) for a 

programme of 

sustained Learning and 

Well-being activity.  

On-going. 

 

EqIA sign-off: (for the EQIA to be final an email must sent from the relevant people agreeing it or this section must be signed) 

 

 

Directorate Management Team rep or Head of Service: Jess Khanom-Metaman    Date: 15 May 2023 

 

Author of Equality Impact Analysis:     Rhys Thomas                                   Date: 15 May 2023 
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